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1. BU3HAYEHHA 3ArANbHUX TEPMIHIB

1. DEFINITION OF GENERAL TERMS

Bank -AT «OTM BAHK» Ta Gyab-aki 10ro CTPyKTYpHi nigpo3ginu Ha
TepuTopii Ykpainu. CtopoHa 3a [oroBopom.

Bank shall mean OTP BANK JSC and any its structural divisions in
Ukraine, the party to the Agreement.

Boprosi 30008B’A3aHHA -BCi Ta/abo KOXHE 3 NNATIKHUX (TPOLLOBMX)
Ta/abo HenmaTikHMX (He TrPOLIOBOTO  XapakTepy) 3060B'si3aHb
KoHTpareHTa, 3rigHo [JoroBopy Ta/abo y 38's13ky 3 [loroBopom.

Debt obligations shall mean all and/or each of payment (monetary)
and/or non-payment (non-monetary) obligations of the Counterparty
under the Agreement and/or in relation thereto.

HoroBip - N1cbMOBa JOMOBMEHICTb Mk BaHkoM Ta KoHTpareHT-om/-amu,
CMpsIMOBaHa Ha BCTAHOBMEHHS, 3MiHy ab0 MPUMMHEHHS LMBINbHNX
(rocnopapcbkux) npas Ta OBOB'A3KIB, KM € HEBIA'EMHOK YaCTUHOIO
SArANTbHUX YMOB [0 OOroBOPIB, AKI YKNALEHI 3 AT «OTN
BAHK» (IMYBIYHI). Jorosip cknagaeTbes i3 2-X YaCTuH: iHAMBIAYyanbHOI
Ta Ny6niyHoi.

Agreement shall mean a written agreement between the Bank and the
Counterparty(-ies) aimed to establish, change or terminate civil
(economic) rights and obligations, which forms an integral part of
GENERAL CONDITIONS TO CONTRACTS AND AGREEMENTS
CONCLUDED WITH OTP BANK JSC. The Agreement shall consist of
two parts: individual and public.

3aKOHOAABCTBO - YMHHE 3aKOHOAABCTBO YKpaiHu.

Legislation shall mean the effective legislation of Ukraine.

3aranbHi Ymosu -3ATAJIbHI YMOBW 1O AOTOBOPIB, AKI YKNAOEHI
3 AT «OTI BAHK» (MTYBJIYHI), siki € HeBig'emHo YacTuHo [orosopy
Ta poamileHi Ha OdivinHomy carTi BaHky.

General conditions shall mean the GENERAL CONDITIONS TO
CONTRACTS AND AGREEMENTS CONCLUDED WITH OTP BANK
JSC, which form an integral part of the Agreement and places on the
Bank's official web-site.

HBY - HauioHanbHWi BaHK YkpaiHu.

NBU shall mean the National Bank of Ukraine.

KoHTpareHT — cTopoHa 3a [loroBopom,byab-ska ¢hisnuHa ocoba
(peaugeHT abo HepeawgeHT) Ta/abo isuuHa ocoba-nignpuemelp,
Talabo topuanyHa ocoba (peangeHT abo HepeuaeHT), Ta/abo iHo3eMHe
npescTaBHULTBO Ta/abo NocTilHe NpeacTaBHALTBO, 3 kMM BaHk yknas
Jorogip. KoHTpareHTe BignosigHoto CTOPOHOK MO 3a3HayeHOMY
[oroBopy (30kpema, ane He BWKMIOMHO B iHAMBIAYanbHi YacTuH
[orosopy Moxe imeHyBaTuca sk: KoHtpareHT, Kopuctysay, BukoHaselb,
Openpap,  OpeHpopaseup,  CybGopeHgap,  CybGopengopaselp,
3amosHuk,MapTtHep, [lokyneub, [lpogaseup, KnieHt, [MigpsgHuk,
MocTayanbHuK i 7.4.).

Counterparty shall mean a party to the Agreement, any physical person
(resident and non-resident) and/or the self-employed person, and/or legal
entity (resident and non-resident), and/or foreign representation office,
and/or permanent representation office the Bank concluded the
Agreement with. The Counterparty shall be the relevant Party to the
stated Agreement (which, in particular, but not limited by the individual
part of the Agreement, may be referred to as the Counterparty, User,
Provider, Lessee, Lessor, Sublessee, Sublessor, Customer, Partner,
Buyer, Seller, Client, Contractor, Supplier etc.).

OdpiuiviHuii cant BaHky - www.otpbank.com.ua

Bank’s official site shall mean www.otpbank.com.ua

CrtopoHa/CTopoHH - BiAnoBiaHa CTOPOHa/CTOPOHM 3a [JoroBopom: baHk
Ta/abo KoHTpareHT/-u.

Party/Parties shall mean the relevant party/parties to the Agreement:
Bank and/or Counterparty(-ies).




TepmiHu, wo eukopucmosyrombcsi 8 [lozosopi 3 eenukoi nimepu, €
BU3HaYeHUMU mepMiHaMu | Marmb O00HaKoei 3HaYeHHs, AK y
iHOusidyanbHiti yacmuni [Jozosopy, mak i y SaeanbHux Ymosax, ma
MOXYmb 8UKOPUCMOBY8amMUCh, K 8 O0HUHI, MaK i 8 MHOXUHI.

Capitalized terms used herein shall be the defined terms and have similar
meaning both in the individual part of the Agreement and the General
Conditions and may be sued both in singular and plural.

2. 3ArAlbHI NONOXEHHA

2. GENERAL

2.1. Lii SArAlbHI YMOBU OO OOrOBOPIB, AKI YKNAOEHI 3 AT
«OTN BAHK» (NYBNIYHI) (Hapani — 3aranbHi YMOBM), € HEBIg'EMHOK
Ta nybniyHow vacTuHOw [loroBopy, WO yknagaeTbcs Mix baHkom Ta
KoHTpareHTOM, 30Kpema, ane He BWKMOYHO, [loroBopy npo
HEPO3ronoLLEHHs  iHopmaLii 3 0BMeXeHUM [OCTYnoM Ta  iHLIMX
[oroBopiB, y SKMX MICTUTLCS NOCKNaHHA Ha 3aranbHi YMOBU.

2.2. Yxnagenun CtopoHamu [loroBip MICTUTb €NEMEHTU  Pi3HUX
NpaBOBIOHOCUH Ta € 3MillaHUM [OroBOPOM B PO3yMiHHI CTaTTi 628
LinsinbHoro kopekcy Ykpainu.

2.3. IHomBigyanbHa yactuHa [loroeopy - € [OrOBOPOM NpUESHAHHS B
po3yMiHHi cTaTTi 634 LinBinbHoro kogekcy Ykpainu. Lnsxom nignucanHs
KoHTpareHTom  iHguBigyaneHOi YactuHu  [lorosopy,  KoHTpareHT
NPUETHYETLCA 40 NyOnivHOi yacTuHK [loroBopy - 3aranbHux YMOoB.

2.4, 3aranbHi YMOBM 3aCTOCOBYHOTLCS 3 BpaxyBaHHsSIM yMOB [lOroBopy,
L0 yKraaeHuin Mix baHkom Ta KoHTpareHToMm.

2.5. AKWO NONOXEHHS iHAMBIAyanbHOI YacTuHK [loroopy cynepevatb
NonoxeHHsM 3aranbHuX YMOB, ANS BPEryrioBaHHS BIOHOCUH MixX
BaHkom Ta KoHTpareHTOM 3aCTOCOBYHOTLCSA MONOXEHHS IHAMBILYyanbHOI
yacTuHu [lorosopy.

2.6. YknapneHHs [JoroBopy Bigno.igae BinbHOMY BONeBUSBEHHIO CTOPIH,
xopHa 3 CTOpiH He 3HaxoauTbCs Nig BMMMBOM TSHKKMX OBCTaBMH, He
MOMUNSIETLCS  CTOCOBHO OOCT@BMH, IO MaloTb CYTTEBE 3HAYEHHS
(npupoga dorosopy, npaea Ta 0608’31 CTOpH, iHLWi yMoBw [orosopy),
Ta yMOBW [JoroBopy € B3aEMOBMIiHNMM 47151 KOXHOI i3 CTOpIH.

2.7. MoBoto BMKNaAeHHs iHaMBigyanbHoi YacTuHu [JoroBopy Moxe 6yTu
yKpaiHcbka abo ykpaiHcbka 3 aHrniicbkolo. MoOBOW  BUMKNaAEHHS
nybnivyHoi  vactuem [oroBopy (3arambHux YMOB) € yKpaiHCbka 3
aHIMIACHKOH0. Y BUNaAKY BUHWKHEHHS PO3BIKHOCTEN MiX YKpaiHOMOBHOH
Ta aHITIOMOBHOI BEPCIIMM, TEKCT YKPAiHCbKOK MOBOKW MaTume
nepesary.

2.8. lUnsxom nignucaHHs  iHAMBIGyanbHOT YacTueu  [lorosopy,
KoHTpareHT nigTBEpmXye, LU0 BiH 0COBUCTO OTPUMAB CBIl MPUMIPHUK
[orosopy, ymosn [lorosopy romy 3po3ymini; 3 loroBopom, 3aransHumu
YMoBaMu  O3HaWOMMEHW, NpuAMae Ta MOrogxyetecd 3  IX
MOMOXEHHSIMW,a8 TaKOX 3000B'A3YETbCS iX HANEXHO Ta HEYXWIbHO
BMKOHYBaTW, @ Takox OEe3yMOBHO CTBEPKYE, LU0 He Mo36aBnseTbCS
Byab-skux npas, ki Mae 3B14aiHO, a [Jorosip He MICTUTL YMOB, Sk € AN
HbOr0 OBTXIMBUMU Y By b-SKOMY CEHCI.

2.9. B3aemHi npaBa i 060B's3kn baHky Ta KoHTpareHTa 3a [loroBopom
BMHWKAKOTb 3 MOMEHTY nignucaHHs CTopoHamu iHAMBIAYyanbHOT YaCTUHH
[Horosopy. [lorosip 36epirae cBo0 jto Npu Byab-IKOMY NepeiiMeHyBaHHi,
3MiHi MiCLie3HaXOmKeHHS YN iHWMX pekBianTiB CTOPOHM, a Takox Ans
OyOb-skUX NPaBOHACTYMHUKIB, YTBOPEHUX B PesynbTaTi MOXNWBOI
peopranisaLlii CTopoHu.

2.10. BusHaHHs1 HegiiicHum Oyab-sikoi YacTuHn [Jorosopy/3aranbHux
YMOB He TsrHe 3a coboro HepiicHocTi [loroBopy/3aranbHux YMoB B
Linomy. BusHaHHs HegiicHum [loroBopy He TArHe 3a co60 HEAiCHOCTI
30008'A3aHb, Ak BUHUKNM Mk CTOpoHamu Ha niactasi OBMiHy
JOKYMeHTamu, Lo MIiCTSTb iCTOTHI ymoBm [Jorosopy.

2.11. B Tekcti [orosopy, SIKILO iHLIe He BUMAraeTbCs KOHTEKCTOM,
3arofoBKM PO3AiNiB BMILLEHO NULLEe ANS 3PYYHOCTI Ta BOHU XKOOHUM
UMHOM He BNNMBAIOTb Ha TNyMauyeHHs [oroBopy; BXWTi CrioBa MawTb
0[HaKOBE 3HAYEHHS! K B OOHWHI, TaK | B MHOXMHI; NOCUNaHHs Ha 04ATOK,
po3gif, JOMOBHEHHS abo MyHKT € NOCMNaHHAM Ha BigNOBiAHMIA [OAATOK,
po3gin, fonoBHEHHs abo NyHKT [JoroBopy; nocunaqHs Ha CTopoHy abo
Oyab-AKy iHLY 0cOBY BKNIOYaE TakoX ii NPaBOHACTYMHWKIB, [O3BOMNEHMX
LiecioHapiiB i npaBoHabyBauiB; NocunaHHs Ha TPeT 0coby BKMKOYaE
Oypb-sKy(nx) ocoby(ib), B Tomy uucni Byab-aky disnuHy ocoby Ta/abo
topuamnyHy 0coby, sika(i) He € CTopoHot(-amu).

2.12. [Jorosip Nign1caHWi B KiNbKOCTi NPUMIPHUKIB i3 po3paxyHKy OauH
NPUMIPHUK Anst KOXHOT CTOPOHN, KOXeEH 3 SKuX € opuriHanom. byab-ski
MigYACTKM, LOMWUCKM, 3aKPECNeHi CrnoBa YM iHWi BUMPaBMEHHS, OKPIM

21. These GENERAL CONDITIONS TO CONTRACTS AND
AGREEMENTS CONCLUDED WITH JSC OTP BANK (PUBLIC)
(hereinafter referred to as the General Conditions) shall form an integral
and public part of the Agreement to be concluded between the Bank and
the Counterparty, including, but not limited by, the Restricted information
non-disclosure agreement and other Contracts and Agreements referring
to the General Conditions.

2.2. The Agreement concluded between the Parties shall contain the
elements of various legal relations and shall be the mixed contract in the
meaning of article 628 of the Civil Code of Ukraine.

2.3. The individual part of the Agreement shall mean the accession
agreement in the meaning of article 634 of the Civil Code of Ukraine. By
signing the individual part of the Agreement the Counterparty shall
accede to the public part of the Agreement (General Conditions).

2.4. The General Conditions shall apply in view of the terms and
conditions of the Agreement concluded between the Bank and the
Counterparty.

2.5. If provisions of the individual part are contrary to the provisions of the
General Conditions, the provisions of the individual part of the Agreement
shall apply to settle relations between the Bank and the Counterparty.
2.6. Conclusion of the Agreement shall comply with the Parties’ will.
Neither Party is influenced by severe circumstances, is mistaken about
the significant circumstances (nature of the Agreement, rights and
obligations of the Parties, other conditions of the Agreement) and the
terms and conditions of the Agreement are mutually beneficial for each
of the Parties.

2.7. The individual part of the Agreement may be prepared in Ukrainian
or Ukrainian and English. The public part of the Agreement (General
Conditions) shall be prepared in Ukrainian and English. In case of
discrepancies between the Ukrainian and English versions the Ukrainian
version shall prevail.

2.8. By signing the individual part of the Agreement the Counterparty
acknowledges that he has received the copy of the Agreement and
understands its conditions, that he has studied the Agreement and
General Conditions, accepts and consents to the provisions thereof and
also undertakes to fulfill the same and unconditionally declares that he
shall not be deprived of any rights granted thereto and that the Agreement
has no conditions in any way burdensome for him.

2.9. Mutual rights and obligations of the Bank and the Counterparty
hereunder shall arise from the date of signing the individual part of the
Agreement by the Parties. The Agreement shall remain valid in case of
any change in the name, location or other details of the Parties and for
any legal successors resulting from potential reorganization of the Party.

2.10. Invalidity of any part of the Agreement/General Conditions shall not
result in invalidity of the Agreement/General Conditions in while. Invalidity
of the Agreement shall not invalidate obligations arisen between the
Parties due to exchange of documents with material conditions of the
Agreement.

2.11. In the Agreement, unless otherwise required by the context, heading
of the sections shall be for convenience only and shall not affect
interpretation thereof. Words used shall have the same meaning both in
singular and plural. References to the annex, section, appendix or clause
shall mean references to the relevant annex, section, appendix or clause
of the Agreement. References to a Party or any other person shall also
include legal successors, assigns and transferees. References to any
third party shall include references to any person(-s), including any
physical person and/or legal entity not being the Party(-ies).

2.12. The Agreement shall be signed in a number of copies assuming one
copy for each Party, each of them is an original. Any erasures, additions,
crossed out words and other corrections, except for those made by




BYMHEHHS MigNKMCIB yNOBHOBaXeHUMM ocobamu 3a [loroBopom, MakTb
curny nuwe Yy pasi, FKWo BOHW Oynn  3acTepexeHi mignucamm
ynoBHoBaxeHux ocib CTopiH Ta BigbuTkamu nevatok (y BuUmagky
HasBHocTi) CtopiH. [pu LbOMy BUNPaBREHHs NOBUHHI ByT 3pobneHi
TakMM YMHOM, OO MOxHa Oyno nmpounTaTh SK BUNpaBneHe, Tak i
MOMWMKOBO HanucaHe, a NoTiM BUNPABIIEHE YW BUKPECTIEHE.

2.13. CTPOK [Ii OrOBOPY. Crpok Aii [loroBopy 3a3HauaeThbest
CtopoHamu y iHguBigyanbHin yacTuHi [loroBopy. CTOpOHM MOXyTb
BU3HauMTK CTPOK Aii florosopy y nybniyHii yacTuni Jorosopy (3aransHux
YMoBax), 3a3HauMBLLM NPO Le B iHAMBIOyanbHiA YacTuHi [lorosopy.
[oroip He MOLWMPOETLCS HA 3000B'A3aHHA, WO BUHWUKNM ¥ CTOPIH A0
yKnageHHs Humu [loroBopy, SKWO iHWe npsmMo He nepenbayeHe
[HoroBopom. 3akiHueHHs1 cTpoky Aii [JoroBopy He 3BinbHse CTOPOHM Bif
BiANOBiAANbHOCTI 33 110r0 MOPYLUEHHS, WO Maro Micle nig Yac Aii
[Horosopy.

2.13.1. Astonponoxrauia [oroBopy. Y pa3i, sakwuo 3a 15
KaneHaapHWX JHIB O MOMEHTY NPUMMHEHHS CTPOKY Aii [loroBopy xoaHa
i3 CTOpiH He 3asBMTb NP0 OTO po3ipBaHHsi, TO [lOroBip BBaXa€TbCs
MPOAOBKEHUM (MPOMOHrOBAHMM) Ha KOXHWIA HACTYMHWA KaneHaapHui
pik. [JaHa npoLeaypa NponoHraLlii 3acTOCOBYETLCS B KOXHOMY BUNAZKY
cnnuey cTpoky Aii [loroBopy, SKWO iHLWe He Bu3HavyeHo CTOpoHamu y
iHaMBiRYyanbHi YacTui Jorosopy.

2.13.2. [orosip moxe 6yT [OCTPOKOBO PO3ipBaHWI 3a iHILiaTUBO
Oypb-skoi i3 CTOpiH y BUMagkax, BU3HAYEHUX 3aranbHUMU YMOBamMm,
LNSXOM BiANpaBneHHs iHWin CTOPOHI MMCbMOBOMO MOBILOMMEHHS 3
nian1com ynoBHoBaxeHoi 0cobn CTOPOHM 3 MPOCTaBIEHHSIM NeYaTky (3a
YMOBU Ti BUKOPUCTAHHS), SKILO iHWeE He Bu3HayeHo CTopoHamu y
iHOmBinyanbHin yacTuHi [orosopy. Take nWCbMOBE MOBIJOMNEHHS
Hagcunaetbcs CTOpoOHamMu y nopsioky, BU3HAYEHOro poadinom «8.
MoBigomMneHHs» 3aranbHuX YMOB, He MisHile Hix 3a 15 kaneHgapHuX
OHIB [0 3annaHoBaHOi AaTth posipBaHHA [oroBopy, SKWIO iHWe He
BM3HayeHo CTopoHaMK Y iHOMBIAyanbHil YacTuHi forosopy.

authorized persons under the Agreement, shall have effect if only they
have been evidenced by signatures of the authorized representatives and
seals (if any) of the Parties. In this case corrections shall be made so that
the corrected and erroneously written words and thereafter the corrected
or crossed out words are legible.

2.13. TERM OF THE AGREEMENT. The Parties shall specify the term of
the Agreement in the individual part thereof. The Parties may set the term
of the Agreement in the public part thereof (General Conditions)
specifying the same in the individual part of the Agreement. The
Agreement shall not cover obligations of the Parties arisen before the
date of the Agreement unless otherwise expressly stipulated therein.
Expiry of the Agreement shall not release the Parties from liability for
violation occurred during the term of the Agreement.

2.13.1. Automatic renewal of the Agreement. If 15 calendar days
before the expiry of the Agreement neither Party notifies of termination,
then the Agreement shall be treated as renewed (extended) for each
following calendar year. This procedure of renewal shall apply to each
expiry of the Agreement unless otherwise stipulated by the Parties in the
individual part of the Agreement.

2.13.2. The Agreement may be early terminated upon the initiative of any
of the Parties in cases determined by the General Conditions by a written
notice sent to the other Party and signed by the authorized
representatives of the Party and affixed with the seal (if any) unless
otherwise determined by the Parties in the individual part of the
Agreement. Such written notice shall be sent to the Parties as specified
in Section 8 (Notices) of the General Conditions not later than 15 calendar
days before the schedules termination date unless otherwise stipulated
by the Parties in the individual part of the Agreement.

3.NPABA, OBOB'A3KW TA BIANOBIJANBHICTE CTOPIH
(3ATATBHI)

3. RIGHTS, OBLIGATIONS AND LIABILITY OF THE PARTIES
(GENERAL)

Kpim npaB, oboB'a3kiB Ta BignosiganbHocTi CTOPIH, BW3HAYEHMX
iHOMBIgYanbHOW YacTuHO [loroBopy Ta BiAnoBigHUM MYHKTOM po3giny
«4. BATAJIbHI YMOBU TA OCOBIMBOCTI BUKOHAHHA OKPEMIX
OOrOBOPIB» 3aranbHux YmoB, CTOpOHW TakoX AOMOBWMWCH MpO
HaCTyMHe:

Except for the rights, obligations and responsibility of the Parties
determined in the individual part of the Agreement and the relevant
section 4. GENERAL CONDITIONS AND PARTICULARS OF
FULFILLMENT OF CERTAIN AGREEMENTS' of the General Conditions,
the Parties also agreed as follows:

3.1. MPABA KOHTPATEHTA

3.1. COUNTERPARTY’S RIGHTS

3.1.1. KoHTpareHT Mae npaBO BMMaraTM BWKOHaHHS BaHkoM ymoB
[orosopy.

3.1.2. KoHTpareHT mae npaBo AOCTPOKOBO po3ipBaTh [loroBip y nopsaky,
BM3HayYeHoMy nybniyHolo YacTuHoto Jorosopy (3aranbHumu Ymosamu),
AKWO iHWe He BW3HayeHo CTOpoHaMM B iHAMBIOYanbHIA YacTWHi
[orosopy.

3.1.3. KoHTpareHT npoTsarom CTpoky Aii [JoroBopy Mae npaso 3anpocuTy
y BaHky ycTaHoBYI SOKyMEHTU Ta NiTBEPIXKEHHS MOBHOBaXEHb OCID, AKi
nignucytoTb byab-aki JOKYMEHTH, NoB'a3aHi 3 [JoroBopom.

3.1.1. The Counterparty shall have the right to require fulfillment of the
terms and conditions of the Agreement by the Bank.

3.1.2. The Counterparty shall have the right to early termination of the
Agreement as stipulated by the public part of the Agreement (General
Conditions) unless otherwise determined in the individual part of the
Agreement by the Parties.

3.1.3. The Counterparty shall, within the term of the Agreement, have the
right to require constituent documents from the Bank and proof of powers
and authorities of the signatories to any documents related to the
Agreement.

3.2. O6OB’A3KM KOHTPATEHTA

3.2. COUNTERPARTY’S OBLIGATIONS

3.2.1. KoHTpareHT 30608's3yeTbcs 6e3 3BonikaHb iHhopmysaTu bank npo
0BcTaBuMHM, SKi MaKOTb 3HAYEHHS ANs BUKOHaHHS yMOB [loroBopy, y Tomy
yncni Npo 3MiHy agpec Ta GaHKIBCbKMX PEKBI3UTIB, NepeiiMeHyBaHHS,
NPUAHATTS pilleHHs Npo  Niksigauito, peopraHisauito abo novatok
npoueaypn GaHKpyTCTBa, MNPUIHATTS  PILLEHHS LWOAO  BM3HAHHS
KoHTpareHTa HennaTocnpOMOXHUM Yy CTpOK He nisHiwe 10-Tn
KaneHAapHWX OHIB i3 AHS BCTYMY TakuX 3MiH B CUIy / NPUIAHATTS Takoro
pilueHHs, y nopsaaky, Bu3HaveHoro CTopoHam Yy posgini  «8.
lNoBigomneHHs» 3aranbHux YMoB.

3.2.2. KoHTpareHT 3000B'A3yeTbCs CaMOCTIIHO O03HaOMNIOBATUCS 3
nosigomneHHsamMn baHky Ta/abo 3MiHamMw/gONOBHEHHAMW A0 My6RivHOT
vactuHu  [loroBopy (3aranmbHWx YMOB), IO PO3MILLYIOTCH  Ha
OdiuinHomy caiti baHky, ane He pigLe Hix 1 pa3s Ha MicsUb.

3.2.3. KoHTpareHT He Mage npaBa nepefaBaTit CBOI NpaBa i 3000B’A3aHHS
no [lorosopy TpeTim ocobam 6e3 n1cbMOBOI 3roau BaHky, SKLWO iHLWe He
BU3HAYeHe iHAMBIOYansHOK YacTuHoto [lorosopy.

3.2.1. The Counterparty shall undertake to immediately notify the Bank of
any circumstances significant for fulfillment of the terms and conditions of
the Agreement including change in the address, banking details and its
name, decision adopted to liquidate, reorganize or commence the
bankruptcy proceedings, to recognize insolvency of the Counterparty
within the period not exceeding 10 calendar days from the effective date
of such changes/decision as stipulated by the Parties in Section 8
(Notices) of the General Conditions.

3.2.2. The Counterparty shall undertake to carry out independent study
of the notices of the Bank and/or amendments/supplements to the public
part of the Agreement (General Conditions) placed on the Bank's official
web-site but not less than once in a month.

3.2.3. The Counterparty shall have no right to assign its rights and
obligations under the Agreement to any third parties without the written
consent of the Bank unless otherwise determined in the indiviudal part of
the Agreement.




3.2.4. KoHTpareHT 3000B'A3yeTbCsi MPOTArOM CTPOKY Aii [oroBopy, Ha
3anuT baHky HagaBaTW yCTaHOBYI [JOKYMEHTW Ta MiOTBEPIKEHHS
MOBHOBaXeHb OCIO, siki mignucyloTb Oyab-ski OKYMEHTM, MOB'A3aHi 3
[orosopom.

3.2.4. The Counterparty shall undertake to provide constituent documents
ad proof of powers and authorities of the signatories to any documents
related to the Agreement as requested by the Bank.

3.3. MPABA BAHKY

3.3. BANK’S RIGHTS

3.3.1. baHk Mae npaBo BUMaraT BWKOHAHHS KOHTpareHToM yMOB
[orosopy.

3.3.2. baHk Mae npaBo [OCTPOKOBO posipsaTv [orosip y nopsiaky,
BMU3Ha4eHOMY nybniyHo0 YacTuHo [loroBopy (3aranbHuMn YmoBamm),
SKWO iHWe He BW3HayeHo CTOpOHaMM B IHAMBIOYanbHIA YaCTWHI
[Jorosopy.

3.3.3. baHk npotsarom cTpoky Aii [oroBopy mae npaBo 3anpocuti y
KoHTpareHTa ycTaHoBYi JOKYMEHTW Ta MiATBEPIKEHHS NOBHOBAXEHb
0ci0, ki mignucyroTh Byab-sKi AOKYMEHTH, NoB's3aHi 3 [LoroBopoMm.

3.3.4. baHK Mae npaBo BiACTYNMTI MOBHICTIO Y4 YACTKOBO CBOI Npaea
BAMorn 3a [loroBopom TpeTi 0cobi. [ignucaHHaM iHaMBIgyanbHOT
yacTuHu [lorosopy KoHTpareHT Halae CBOI 3rofy Ha Take BiACTYNNeHHs
npaBa BUMOrK 3a [loroBopoM TpeTiit 0cobi, SIKWO iHWe He BU3Ha4eHO
iHOMBIgYanbHOK YacTuHOO [orosopy.

3.3.5. baHk Mae npaBo npoBoguTh [lOroBipHE CMMCAHHA Y MOPAAKY,
BU3HaYeHOMY po3Ainom «[JoroipHe cncaHHsy 3aranbHuX YMOoB.

3.3.6. BaHKk Mae NpaBO BHOCUTYW 3MiHK 4O Ny6nivHOT YacTuHu [loroopy
(3aranbHMx YMOB) y nOpsKY, BW3HAYeHOMY po3ginom «3miHa Ta
posipeaHHs [Jorosopy» 3aranbHux YMoB.

3.3.1. The Bank shall have the right to require fulfillment of the terms and
conditions of the Agreement by the Counterparty.

3.3.2. The Bank shall have the right to early termination of the Agreement
as determined by the public part of the Agreement (General Conditions)
unless otherwise stipulated by the Parties in the individual part of the
Agreement.

3.3.3. The Bank shall, within the term of the Agreement, have the right to
require constituent documents from the Bank and proof of powers and
authorities of the signatories to any documents related to the Agreement.
3.3.4. The Bank shall have the right to assign its rights of claim under the
Agreement, partially or completely, to any third party. By signing the
individual part of the Agreement the Counterparty shall give its consent
to such assignment of the right of claim under the Agreement, to any third
party unless otherwise stipulated in the individual part of the Agreement.
3.3.5. The Bank shall have the right to direct debit transfer as stipulated
by Direct Debit Transfer section of the General Conditions.

3.3.6. The Bank shall have the right to amend the public part of the
Agreement (General Conditions) as stipulated in Amendments and
Termination of the Agreement of the General Conditions.

3.4. O60B’A3KN BAHKY

3.4. BANK’S OBLIGATIONS

3.4.1. baHk 3000B's13yeTbCA O3 3BOMIKaHb iHhopMyBaTH KoHTpareHTa
npo 06CTaBuHY, ki MaloTb 3HAYEHHS 47151 BUKOHaHHS ymoB [lorosopy, y
TOMYy 4MaCni Npo 3MiHy agpec Ta  OaHKIBCbKMX — PeKBi3uTiB,
neperiMeHyBaHHs, niksigaLilo, peopraHisailo, novaTok npoLeaypu
BaHKpyTCTBA, NMPUAHSATTSA PiLLIEHHS OO HENMATOCMPOMOXHOCTI Y CTPOK
He nmisHilwe 10-T1 KaneHJapHUX AHIB i3 AHS BCTYNY TakuWX 3MiH B cuny /
NPUIAHSATTS TaKOrO PiLLeHHS, y NOpsAKY, Bu3HayeHoro CTopoHaM y poagini
«8. MosigomneHHs» 3aranbHux YMoB.

3.4.2. baHk 30608B'A3yETbCA NPOTArOM CTPOKY Aii [loroBopy, Ha 3anuT
KoHTpareHTa HagaBaTM YCTaHOBYI [OKYMEHTM Ta MiATBEPAXKEHHS
MOBHOBaXeHb OCIO, AKi mignmcyloTb Oyab-ski OKYMEHTM, MOB'A3aHi 3
[orosopom.

3.4.1. The Bank shall undertake to immediately notify the Counterparty of
any circumstances significant for fulfillment of the terms and conditions of
the Agreement including change in the address, banking details and its
name, liquidation, reorganization, commencement of the bankruptcy
proceedings, decision to recognize insolvency of the within the period not
exceeding 10 calendar days from the effective date of such
changes/decision as stipulated by the Parties in Section 8 (Notices) of the
General Conditions.

3.4.2. The Bank shall undertake to provide constitutent documents and
proof of powers and authorities of the signatories to any documents
related to the Agreement within the term of the Agreement as requested
by the Counterparty.

3.5. BIANOBIOANBHICTb KOHTPATEHTA

3.5. COUNTERPARTY’S LIABILITY

3.5.1. KoHTpareHT HecCe BIAMOBIZANbHICTb 3@ HEBWKOHAHHS YMOB
[orosopy y nopsaky, Bu3HayeHomy [oroBopom Ta 3aKOHO4ABCTBOM.

3.5.1. The Counterparty shall be responsible for failure to fulfill the terms
and conditions of the Agreement as determined by the Agreement and
Legislation.

3.6. BIAMOBIAANBHICTb BAHKY

3.6. BANK’S LIABILITY

3.6.1. baHK Hece BignoBiganbHICTb 3a HEBWMKOHAHHA yMoB [loroBopy Y
nopsiKy, BU3Ha4eHoMy [loroBopom Ta 3akOHOAABCTBOM.

3.6.1. The Bank shall be responsible for failure to fulfill the terms and
conditions of the Agreement as determined by the Agreement and
Legislation.

4, 3ATANbHI YMOBUY TA OCOBNUBOCTI BUKOHAHHA OKPEMWUX

4. GENERAL CONDITIONS AND PARTICULARS OF FULFILLMENT

[OroBOPIB: : OF CERTAIN AGREEMENTS:
41. pOroBiP MPO HEPO3rONOLIEHHA [H®OPMALII 3 | 4.1. RESTRICTED INFORMATION NON-DISCLOSURE AGREEMENT
OBMEXEHWM IOCTYMOM

YMoBM UbOro po3giny 3aranmbHux YMOB € MyGniyHOW 4aCTWHOK
Jozoeopy npo HeposzonoweHHs1 iHghopmayii 3 06MexeHUM
docmynom (no TekcTy 3aranbHux YMoB - [orosip).

Terms and conditions of this section of the General Conditions shall form
a public part of the Restricted information non-disclosure agreement (in
the General Conditions referred to as the Agreement).

BM3HAYEHHSA TEPMIHIB:

DoroBip - [orosip Npo HepPO3ronoLleHHst iHdhopmMalii 3 0OMexeHUM
JOCTYNOM, KM CKNafaeThes i3 iHAMBIAyanbHOI YacTuHu [loroBopy Ta
ny6niyHoi yacTuim Jorosopy (3aranbHi YmMosw), yknageHuin CTopoHamu.
Kopuctyay - CropoHa 3a [loroBOPOM NpO  HEPO3rofoOLIEHHS
iHbopmaLii 3 oBbMexeHUM AOCTYNOM; BiH e KOHTpareHT no TekcTy
3aranbHux YMos.

BaHk — AT «OTIT BAHK», CtopoHa 3a [1oroBOpoM Npo HEPO3ronoLLEHHS
iHhopmaLji 3 06MeXeHM JOCTynom.

I30[1 — BigomOcCTi, WO MICTATb OaHKIBCbKY, KOMEPLAHY TaeMHUL,
iHCalaepCLKy, KOHMiAEeHLiMHY iHopmaLito, BNacHWUKOM siknx € BaHk, abo
ki € NpegMeToM Npodecinboro, 4inoBoro, BUPOBHUYOro, KOMEPLHOrO
Ta/abo iHWWX iHTepecis BaHKy, a Takox nepcoHanbHi AaHi, CTOCOBHO SKUX
3rigHO 3 MOMNoXeHHAMM 3akoHy Ykpaiu «[1po 3axuCT NepcoHanbHUX
JaHnx» baHk BUCTYnae y poni BonoginbLs.

TERMS AND DEFINITIONS:

Agreement shall mean the Restricted information non-disclosure
agreement consisting of the individual part and the pubic part of the
Agreement (General Conditions) concluded by the Parties.

User shall mean a Party to the Restricted information non-disclosure
agreement, also referred to as the Counterparty in the General
Conditions.

Bank shall mean OTP BANK JSC, a Party to the Restricted information
non-disclosure agreement.

Restricted information shall mean data containing banking and
commercial secrecy, insider, confidential information owned by the Bank
or being the subject matter of the Bank’s professional, production,
commercial and/or other interests as well as personal data in relation to
which the Bank acts as a holder in accordance with the provisions of the
Law of Ukraine ‘On personal data protection’.




BaHkiBCbka TaEMHULA — TEPMiH BXMBAETLCA 3MOHO 3 BU3HAYEHHSM,
HaBedeHum y cTatTi 60 3akoHy Ykpaihm «[po BaHkw i BaHKiBCbKy
JiSNbHICTbY.

30BHilWHA cTOpoHa — hisnyHi ocobu Ta/abo dpisnyni ocobn -
nignpuemyy, Ta/abo topuanyHi ocobm, siki He acouilotoTbes 3 baHkom Ta
3anyyatoTbes baHkom 1o BUKOHaHHS pobiT, HagaHHs Nocyr, nocTavaHHs
TOBapiB Ha NiACTaBi AOTOBOPIB LMBINBHO-NPABOBOTO (roCMo4apCLKoro)
xapakTtepy. Hapani Takox Kopuctysau.

3anyyeHa KopuctyBayem Ocoba — ¢hisnyHa 0coba, ska € HauMaHum
npauiBHukom Kopuctysava, 3anyyeHa KopuctyBayem, Ao yyacti y
neperosopax 3 baHkom abo sika € HaliMaHM npaLiBH1KkoM Kopuctysava,
fka y 3B'A3Ky 3 BUKOHAHHAM CBOiX Cry60Bux (nocagoux) 060B's3kiB
mae goctyn go 130[] BaHky.

3anyyeHa KopuctyBayem (30BHilIHLOK cTOPOHOK)Oco0a — ¢hiznyHa
ocoba, fika € HalmaHUM npaviBHUKkOM KopucTyBava (skui € 30BHILIHBO
CTOPOHOI0), 3anyyeHa KopucTtysadem, o y4acTi y neperoBopax 3 baHkom
abo ska € HailmaHuMm npauiBHMkOM KopucTyBadva, sika y 3B'3Ky 3
BWKOHAHHSAM CBOiX Cry»0oBux (nocagosux) 060B'A3kiB Mae JOCTyn 4O
I30[] BaHky, a Takox 3anyyeHa KopuctyBauem disnyHa ocoba, sika He
nepebysae 3 Kopuctysayem y TpyAOBKX BigHOCMHAX, ane Mae AOCTyn A0
1300 BaHky Ha ymoBax 4OroBOpY nigpsiay, AOroBOpY NOCMYr, aBTOPCHKUX
[JOroBopiB, TOLLO.

Ocobucti 30608B’A3aHHSA — NMCLMOBWI BOKYMEHT, 3 TUMOBOIO POPMOKD
BaHky,nignucanuic 3anyyeHoto Koprctyavem (30BHILLHBOK CTOPOHOI0)
Ocoboto, BignosigHo Ao skoro 3anyyeHa Kopuctysayem (30BHILLHLOO
ctopoHot) Ocoba 3060B'A3yeTbCs BUKOHYBaTM BUMOMM  [loroBopy
(OoroBopy Npo HepO3ronoLLeHHs iHhopmaLii 3 06MexeHM AOCTYNOM).
IHcaipepcbka iHdopmalia - TepMiH BXMBAETbCH  3rigHO 3
BW3HAYeHHsM, HaBedeHUM Y cTaTTi 44 3akoHy YkpaiHu «[1po UiHHi
nanepm Ta OOHAOBMI PUHOKY.

IHdopmauinHmin akTB (pecypc) — Byadb-ska CyTHICTb, IO Mae Aans
BaHKy LiHHICTb | BNNMBaE Ha BNacTUBOCTI Ta piBeHb 3axXMCTy iHchopmaLyii.
KomepuitHa TaemMHuus — iHDOpMALIS, SKa € CEeKPeTHOW B TOMY
PO3yMiHHi, L0 BOHA B LiNOMYy 4M B MEBHin hOpMi Ta CYKyMmHOCTI ii
CKMaioBYX € HEBIJOMOH) Ta He € NNETKOLOCTYMHO ANs 0Cib, ki 3BUYaNHO
MaloTb CrpaBy 3 BUAOM iHopMaLlii, 4O KOO BOHA HANEXWTb, Y 3B'A3KY
3 UMM Mae KOMEpLiHY UiHHICTb Ta Oyna npeameToM afeKBaTHWUX
iCHylouMM oBcTaBMHaM 3axofiB LLOAO 30epexeHHs ii CexpeTHOCTi,
BXMTMX 0COBOI0, sika 3aKOHHO KOHTPOIIOE Lito iHchopMalito. KomepLiHoto
TaEMHULEI0 MOXYTb OyTM BIOOMOCTi TEXHIYHOrO, OpraHisaLiiHoro,
KOMEPLLNHOrO, BUPOBHUYOTO Ta iHLIOMO XapakTepy, 3@ BUHATKOM THX, SKi
BIOMOBIZHO [0 3aKOHY He MOXYTb OyTW BigHeCeHi [0 KOMepLiHOT
TaeMHWL. Mepenik BiZOMOCTER, WO CTaHOBAATL KOMEPLIAHY TaEMHULO
BaHky, HaBeaeHo y nyHkTi 4.1.1.2.2. [lorosopy.

KoHdhiaeHuinHicTb — BNacTvBiCTb iHdopMaLii, ika nonsrae B TOMy, LLO
iHbopmaLjis He Moxe ByTV OTpUMaHa HeaBTOPU30BAHUMM KOPUCTYBAYEM
ilabo npouecom 6e3 3rogn baHky.

MepcoHanbHi paHi, ©0a3a nepcoHanbHUX AaHuX, 0OpobKa
nepcoHanbHUX AaHuX, Bonogineub 6a3u NepcoHanbHUX JaHUX —
TEPMIHW BXWBAIOTLCA 3TIJHO 3 BU3HAYEHHAMM, HABEOEHUMM B CTaTTi 2
3akoHy Ykpaitu «[1po 3aXMCT NePCOHANBHUX JAHMXY.

PosronoweHHs [30[] — o3HaromneHHs byap-akoi ocobu 3 130[, wo
Bibynocb 3 MOpYLIEHHSM MPaBOBOrO PEXWUMy [OCTyny [0  Liei
iHchopmalii.

CropoHa — KopuctyBau/KoHTpareHT abo baHk.

CropoHm - KopuctyBau/KoHTpareHT Ta BaHK crifbHO.

Tpets ocoba — Oyab-sika 0coba, 3a BUHATKOM CTOpIH.

Banking secrecy shall have the meaning prescribed in article 60 of the
Law of Ukraine ‘On banks and banking activities’.

External party shall mean physical persons and/or self-employed
persons, and/or legal entities not associated with the Bank and involved
by the Bank into works, services, goods supply under independent
contractor agreements, hereinafter also referred to as the User.

User’s involved person shall mean a physical person employed by the
User and involved into negotiations with the Bank or the User’s employee
having access to the Bank’s Restricted information due to performance
of his/her official duties.

Person involved by the User (External party) shall mean a physical
person employed by the User (being the External Party), involved by the
User into negotiations with the Bank or the User's employee having
access to the Bank’s Restricted information due to performance of his/her
official duties and a physical person involved by the User having no labour
relationship with the User but having access to the Bank’s Restricted
information under the contractor, service, authorship agreements etc.

Personal obligations shall mean a written document in a form approved
by the Bank and signed by the Person involved by the User (External
party) pursuant to which the Person involved by the User (External party)
undertakes to fuffil all requirements of the Agreement (Restricted
information non-disclosure agreement).

Insider information shall have the meaning prescribed in article 44 of
the Law of Ukraine ‘About securities and stock market’.

Information asset (recourse) shall mean anything valuable for the Bank
and affecting the properties and level of information protection.
Commercial secrecy shall mean information having secrecy to the
extent that it is, in whole or in a certain form and in the entirety of its
constituent elements is not known and easily accessible for the persons
usually dealing with such kind of information it belongs to and in this
context it has commercial value and was the subject matter of measures
to maintain its secrecy taken by the person controlling such information
adequate to existing circumstances. Commercial secrecy may include
data of technical, organizational, commercial, production and other nature
except for those which may not be referred to commercial secrecy in
accordance with law. The list of data representing commercial secrecy of
the Bank is given in sub-clause 4.1.1.2.2. of the Agreement.

Confidentiality shall mean the particular feature of information; it means
that information may not be obtained by an authorized user and/or
process without the Bank’s consent.

Personal data, personal databases, personal data processing,
personal database owner shall have the meanings defined in article 2
of the Law of Ukraine ‘On personal data protection’.

Restricted information disclosure shall mean that any person studied
Restricted information in violation of the legal regime of access to such
information.

Party shall mean a User/Counterparty of the Bank.

Parties shall mean a User/Counterparty and the Bank jointly.

Third party shall mean any person except for the Parties.

4.1.1. 3ATANbHI NONOXEHHA

411.1. lUnsxom  yknageHHs  CtopoHamu  [oroBopy  npo
Hepo3rosoLLeHHs iHdopmalii 3 obmexeHnm goctynom (Lorosopy) 3
MeTolo BCTaHOBNeHHs 3 KopucTyBayem (KOHTpareHToM) AOroBipHWX
B3aeMOBigHOCMH CTOpIH LWOA0 MopsaKy BuKopUCTaHHS KopucTyBayem
130 HagaHoi baHkom.

4.1.1.2. NEPENIK BIAOMOCTEW, LLLO CTAHOBNATD I1307;

4.1.1.2.1. BaHKiBCbKa Ta€EMHULSA

[Mepenik BioOMOCTEMN, LU0 CTAHOBNATb BaHKIBCLKY TAEMHULIO, BUSHAYEHO
ctatTeto 60 3akoHy Ykpaiu «[po 6aHk | 6aHKIBCHKY OiSTBHICTbY.

4.1.1. GENERAL

41.1.1. By entering into the Restricted information non-disclosure
agreement (Agreement) in order to establish Parties’ contractual relations
with the User (Counterparty) as to the User's use of the Restricted
information provided by the Bank.

4112. LIST OF
INFORMATION:
4.1.1.2.1. Banking secrecy

DATA REPRESENTING RESTRICTED




3okpema [0 ckrnagy KoAis, L0 BUKOPUCTOBYKTLCA baHkoM Ans 3axucTty
iHbopmauii i 3rigHo 3 3akoHom YkpaiHu «[lpo GaHkw i HaHKiBCbKY
JiSnbHICTbY BigHECEH: A0 baHKIBCbKOI TAEMHULL, BXOAATb:

> 3HAYeHHs KpunTorpadiyHMX KrioYiB (338 BMKITIOYEHHAM  KIHOYiB
HECUMETPUYHUX  KpUNTOrpadhiuHux  anropuTMmiB, L0 NepesalThbes
BIOKPUTO Yy cknafi cepTudikatia), ki BUKOPUCTOBYIOTbCS NS 3aXUCTY
NNaTiXHUX JOKYMEHTIB Ta AaHWUX TPaHCaKLi NNaTiKHUX CUCTEM i CUCTEM
€MEKTPOHHOI KOMEpLi, a TakoX AN 3axuCTy MnaTiKHWX MPOAYKTIB
(NnaTikHi KapTKW, ENEKTPOHHI BayYepu TOLLD);

> 3HauYeHHs KpunTorpadiyHUX KMHYiB, LO BUKOPUCTOBYIOTHCSH Y
3acobax 3axucTy iHchopmalii BaHky abo HagaHi BaHky TpeTimu ocobamm
y 3B'A3KY 3i 3AINCHEHHSM HAM BaHKIBCbKOI AiSNBHOCTI;

> naponi, kogn [ocTyny Ao iHdopMmaLinHux akTuBiB baHky, 3acobiB
0BMexeHHs i3nyHOro AOCTYMYy, CUCTEM OXOPOHHOI CUrHani3ayi BaHky;
> KOOW, L0 BUKOPUCTOBYIOTLCA ANs aBTeHTUdIKaLT Ta 3axuCTy LaHuX
NNaTiXHUX KapTOK HaLiOHaNbHUX Ta MiXXHAPOLHWX NNATKHUX CUCTEM i He
€ kpuntorpadpiyHmnmm kmodamm (PIN-kogwy, PIN-Orokum, gaHi marHiTHux
CTPiYOK, OCOOMCTi [OaHi BNACHWKIB MNaThKHUX KapTOK, WO BU3HAYEH
MixHapogHuM ctaHaapTom «Payment Card Industry Data Security
Standard (PCI DSS)».

4.1.1.2.2. KomepuiitHa TaEMHMUA

[o komepLitHOi TaeMHUMLi BaHKy BigHeCeHo Taki BioMOocCTi:

4.1.1.2.2.1 BigomocTi oo opraHisalii 6aHKiBCbKMX NMPoLeCiB, 30Kkpema
L0zo:

» [eTanbHoi CTpyKTypy BaHky;

» MacwTabiB gisnsHoCTi BaHky;

» TUNIB Ta PO3MilleHHs oOnagHaHHs, Wo 3abeaneyye BUKOHAHHS
OCHOBHUX npoLecis baHky;

» [eTarnbHi BigOMOCTi CTOCOBHO TOMOSOrii KOMM'OTEPHOI Mepexi BaHky;
> y3aranbHeHi BiBOMOCTI Mo 3anacy MatepianiB Ta KOMMAEKTYHOUMX,
MicLs 36epiraHHs KOLLTIB Ta NaTihkHUX 3acobiB, a Takox MaTepianis, Lo
BUKOPWCTOBYIOTbCS ANs BUIOTOBMEHHS ab0 BBegeHHs B 06Ir uwx
nnaTikHWX 3acobis.

4.1.1.2.2.2. BinomocTi Loao meTogis ynpasniHHa baHkom Ta npouecamu
OaHKIBCbKOI AiSNbHOCTI, 30KpeEMa LIOAO CUCTEMU TMiAnopsAKYBaHHS,
320X04EHHS! NpaLiBHUKIB Ta KOHTPOSKO 3a iX QISNBHICTIO.

41.1.2.2.3. BigomocTi LOO0 TaKTUYHOTO nNnaHyBaHHA Ta crpaTerii
po3BuTKY BaHky.

4.1.1.2.2.4. BigomocTi oo ¢iHaHCOBOrO CTaHy BbaHky, SIKLLO BOHW He
nignsratoTb 000B’A3KOBOMY OMyOIiKyBaHHH.

4.1.1.2.2.5. BinomocTi 00 MapKeTUHIOBMX JOCHIMKEHb, LLO NPOBEAEHI
BaHkom abo oTpumani 3a 1oro KowTy.

4.1.1.2.2.6. BigomocTi 00 puHKOBOI Ta LiHOBOT NOMITUKM BaHkKy.
41.1.2.2.7 BigomocTi W00 NpoBedeHHS TOPriB, 30Kpema BigoOMOCTI
WOoAO MigroTOBKM A0 YyacTi TeHaepax, a TaKoX pesynbTaTiB ix
MPOBEAEHHS.

4.1.1.2.2.8. BigomocTi wopno marepianis pobounx Hapaj Ta 3acigaHb.
4.1.1.2.2.9 Y3aranbHeHi BiOMOCTi W00 napTHepiB Ta KMiEHTIB, AKLO L
BIiOMOCTI He BigHeCeHO A0 6aHKIBCbKOI TAEMHMLI i BOHU MOXYTb ByTH
BUKOPUCTaHI Ansi KOHKYPEHTHOI 60poTbOM NpoTy Baxky.

4.1.1.2.2.10. BigomocTi WoA0 NeperoBopiB Ta KOHTPaKTIB, 30Kpema npo
YMOBM KOHTPAKTiB, rOCMOAAPCbKMX [OrOBOPIB, a@ TaKOX YMOBM
3abesneyeHHs KOHMIAEHLIMHOCTI, SKILO BOHU PO3KPUBAOTL 3MICT Yroau
abo iHwWi 30608'a3aHHs BaHKy nepen napTHepamu Ta KIieHTamu.
4.1.1.2.2.11. BigomocTi oao JocnimKeHb Ta po3pobok, 30kpema:

> Npo MEeTY, 3agadi, HanpsMKW, NPorpamm NepPCneKTUBHUX AOCTIDKEHD
OO0 3arnpoBafKeHHS HOBWX OaHKIBCbKMX MNpogykTiB i 3acobiB
aBTOMaTW3aLlii 6aHKIBCLKOT AiANbHOCTI, AKWO Ui BIBOMOCTI MOXYTb 6yTu
BMKOPMCTaHi Anst KOHKYpPEHTHOT 60poTbOM NpoTh BaHky;

> KIKOYOBi BiLOMOCTI NPO OpwriHanbHi igei TexHiYHMX po3pobok,
0COBNMMBOCTI  OPraHi3aLiiHuX, — TEXHOMOTYHUX,  KOHCTPYKTUBHMX,
TEXHIYHWX (Y TOMY YMCTi, NPOrpaMHO-anapaTtHuX), XYAOXHbO-TEXHIYHMX
pilleHb (Hanpuknag, Au3alHy NNaThKHUX — KapToK, OCOPMIIEHHS
peknamu), ski po3pobneHo baHkom camocTiiiHo abo CTBOpeHo 3a Moro
KOLLITW.

41.1.2.212. [eTanbHi BiZOMOCTi LWOAO TEXHOMOrK, 30Kpema npo
OaHKiBCbKi TexXHOmMorii Ta cneunddiky iX BUKOPUCTAHHS, Y TOMY YMCIIi

The list of data representing Banking secrecy is determined by article 60
of the Law of Ukraine ‘On banks and banking activities’.

In particular, in accordance with the Law of Ukraine ‘On banks and
banking activities’ the items below are included into the codes used by
the Bank to protect information:

» cryptographic key values (excluding asymmetric cryptographic
algorithms sent publicly as part of certificates) used to protect payment
documents and transaction data of the payment and e-commerce
systems as well as to protect payment products (payment cards,
electronic vouchers, etc.);

» cryptographic key values used in the devices protecting information
of the Bank and provided to the Bank by Third parties in relation to
banking activities;

» passwords, access codes to information assets of the Bank, physical
access restriction devices, security alarm systems of the Bank;

» codes used to authenticate and protect data of the payment cards of
the national and international payment systems and not being
cryptographic keys (PIN-codes, PIN-blocks, magnetic tape data, personal
data of payment card holders determined by the International Payment
Card Industry Data Security Standard (PCI DSS).

4.1.1.2.2. Commercial secrecy

Commercial secrecy of the Bank shall include the following data:
41.1.2.2.1 data concerning arrangement of banking processes, in
particular;

» detailed structure of the Bank;

» range of activities of the Bank;

> types and location of the equipment securing basic processes of the
Bank;

» detailed information concerning topology of the computer network of
the Bank;

» summarized data concerning the stock of materials and components,
the place where money and payment means are kept as well as materials
used to manufacture of such payment means or their putting into
circulation.

41.1.2.2.2. Data concerning methods used to manage the Bank and
processes of banking activities, in particular, subordination, employees’
incentive and activity control systems.

4.1.1.2.2.3. Data concerning tactic planning and strategy of development
of the Bank.

4.1.1.2.2.4. Data concerning the financial position of the Bank if they are
not subject to mandatory disclosure.

4.1.1.2.2.5. Data concerning marketing researches carried out by the
Bank or received at the Bank’s expense.

4.1.1.2.2.6. Data concerning the market and price policy of the Bank.
41.1.22.7 Data concerning bids, in particular, data concerning
preparation to participation in tenders and their results.

4.1.1.2.2.8. Data concerning the materials of working conferences and
meetings.

4.1.1.2.2.9 Summarized data concerning partners and clients if such data
are not a part of banking secrecy and may be used in competitive
practices against the Bank.

4.1.1.2.2.10. Data concerning negotiations and contracts, in particular,
conditions of the contracts, business contracts and conditions ensuring
confidentiality if they disclose the content of the agreement or other
Bank’s obligations before partners and clients.

41.1.22.11. Data concerning researches and developments, in
particular;

> objective, tasks, trends and programs of prospective researches
concerning implementation of new bank products and bank activity
automation devices if such data may be used in competitive practices
against the Bank;

» key data concerning original ideas of engineering developments,
particulars of organizational, technological, constructive, engineering
(including hardware and software), art and engineering solutions (for
example, design of payment cards, advertisement design) developed by
the Bank or at the Bank’s expense.




BiJOMOCTi W00 TexHonorii 0bpobku iHhopmaLii, BUrOTOBNEHHS Ta
BBeEeHHs B 00ir nnaTixHux 3acobis.

4.1.1.2.2.13. IHcbopmaLis, o € 00’'eKTOM TOBAPHMX BiAHOCMH, 30KpEMa
iHpopmaLis, ska HapaeTbCd napTHepaMm Ta knieHTam baHky Ha
KOMepLjiiHii ocHoBi, abo sika npuadaHa baHkom 3a BnacHi KOLITK (SIKLLLO
YMOBaMU KOHTPAKTIB L0 iH(hopMaLlito He BUSHAHO BiAKPUTOI).
4.1.1.2.2.14. BigomocTi woao opraHisauii Ta pobotn cuctemn Geaneku
BaHky, sk X He BigHeceHO Ao GaHKIBCbKOI TAEMHUL, Y TOMY YuChi
BIAOMOCTI LLOAO iHLMAEHTIB Be3neku, o Manu Micue.

4.1.1.2.2.15. BigomocTi LoA0 aBTOPCLKOro Npaea, 30Kpema:

> BiAOMOCTI LLOZ0 NONITWKW YNpaBniHHS aBTOPCHKUM NPaBoM B baHky;
> BigOMOCT LIOAO NMnaHiB, NiArOTOBKW Ta pe3ynbTaTiB NPOBEAEHHS
neperoBopiB 3 NpuabdaHHs aBTOPCbKUX Npas;

» 0cobucTi BiZOMOCTI NpO aBTOPIB, MAWHOBI aBTOPCHbKI MpaBa SKMX
nepegaHo baxky abo BukopucToBYOTLCS BaHkoM;

> BIOMOCTi NPO BIACHWKIB MaliHOBWMX NpaB, siki NnepefaHo baHky abo
BUKOPUCTOBYIOTLCS BaHKoM;

> YMOBM aBTOPCLKMX AOrOBOPIB, ki YKknageHo baHkom;

> BiOOMOCTI, L0 PO3KPUBAKOTb 3MICT POBIT 3i CTBOPEHHS MPOAYKLii,
MalHOBI NpaBa, Aki HanexaTtb baHky (40 X OiLiHOMO OroNOLLEHHS).
41.1.2.2.16. 3micT po3nopsigunx Ta perynaTuBHUX AOKYMEHTIB, LIO
MICTSTb pillieHHs KepiBHUX opraHiB baHky.

4.1.1.2.2.17. Nepenik knieHTiB BaHKy, AKWO BiH MICTUTb iH(oOpMaLlio
ctocoBHo 50 Ta 6inbLue ocib;

4.1.1.2.2.18. IHWWi BigOMOCTi TEXHIYHOrO, OpraHi3aLiHOro, KOMEpLIHOro,
BMPODHMYOrO Ta iHLIOrO XapaKkTepy, PO3TONOLIEHHS SKUX MOXeE
MpM3BECTN 40 CyTTEBOrO 30UTKY BaHky abo noripLueHHs oro penyTalii.
4.1.1.2.3. MepcoHanbHi AaHi

[o 130[] BigHeceHo nepcoHanbHi AaHi cniBpobiTHUKIB BaHKy, KIieHTiB,
iHLLMX isnyHKX ociB, BonoginbLieM akux € baHk.

4.1.1.2.4. Incangepcbka iHopmalis

[o 130[] BigHeceHo iHcaigepchbKy iHhopMaLto, fka 3HaxXoauThbCs Y
po3nopsmkeHHi baHky y 38’A3Ky 3i 30iCHEHHAM CBOET AisNbHOCTI.
4.1.1.2.5. KoHdigeHuiiHa iHdopmaLis

KoHdigeHUinHa iHdopmalist — iHhopmaLis npo isnyHy ocoby, a Takox
iH(hopmauis, [ocTyn Ao skoi 0OMexeHo ¢hisnyHol abo pUANYHOK
0c06010, KpiM Cy6'eKTiB BNaHNX NOBHOBaXEHb, L0 Ha 3aKOHHIl NiacTasi
3HaXOOMTLCS Yy BOMOAiHHI, KOpPUCTYBaHHI abo poanopsimkeHHi BaHky,
Joctyn po sikoi obmexeHo baHkom abo iHWMMKM BRacHWkamu Ljei
iHpopmauii (kpiM CcyD'ekTiB BnagHWX NOBHOBaXeEHb) | Ska MOXE
MoLUMPIOBATMCA 3a pilLeHHAM baHky Ta/abo 6axaHHsAM (3rofoto) Lux ocib
Y BU3HAYEHOMY HWUMM NOPSAKY Ta BIAMOBIAHO 4O nepeabayeHnx HUMK
YMOB.

[o koHdiaeHUiHOI iHdhopmauii BaHKy 30kpema BigHOCATLCS:

> 3MicT cnyx60BOi KOPeCMoHAEHLil Ta iHWKWX BHYTPILHIX [OKYMEHTIB
Banky;

» MporpamHi kogu Ta mapamMeTpu HamaliTyBaHHs cuctem 0bpobku
iHdbopmaLii BaHky;

» nepenik knieHTiB baHky, Wo cTocyeTbest MeHLw, sk 50-Tu ocib.
4.1.1.2.6. IHbopmaLis, sika He BigHeceHa fo 130[

HactynHa iHdopmauis He BBaxaeTbca 130[] i He € npeameTom
HoroBopy:

> iHchopmaLis, 4ocTyn Ao Kol He Moxe Byt 0BMexeHo 3rigHo BUMOr
3aKkoHoaaBCTBa YkpaiHu;

> iH(hopmauisi, odiliHo onpuntopHeHa Bankom y BigkpuTWX 3acobax
iHbopmaLlii, 3o0kpema y 3acobax MacoBOi iHopmalLlii;

> iHcbopmaLis, WoAo poskpuTTs kol KopucTyBady HapaHo OiLliiHmiA
[03BiN BaHky (y M1CLMOBIl chopMi).

4.1.1.2.212. Detailed data concerning technologies, in particular,
banking technologies and specific nature of their use, including data
concerning technologies of information processing, preparation and
putting payment means into circulation.

4.1.1.2.2.13. Information being a subject matter of commodity relations,
in particular, information provided to the partners and clients of the Bank
on a commercial basis or purchased at the Bank’s expense (if conditions
of contracts stipulate that such information is not public).

4.1.1.2.2.14. BigomocTi Wwoao opraHisadii Ta pobotu cuctemmn besneku
BaHky, SKwWo X He BigHeceHO 4O 6aHKIBCbKOI TaEMHWL, Yy TOMY YnCH
BiBOMOCTI LLOA0 iHUMAEHTIB 6e3neku, Wo Manu Micue.

4.1.1.2.2.15. Data concerning copyright, in particular:

» data concerning the copyright management policy in the Bank;

» data concerning the plans, preparation and result of negotiations to
purchase authorship rights;

» personal data about the authors whose property authorship rights are
assigned to or used by the Bank;

» data concerning the holders of property rights assigned to or used by
the Bank

» conditions of copyright agreements concluded by the Bank;

» data disclosing the content of creation works for products, property
rights held by the Bank (before their official disclosure).

4.1.1.2.2.16. Content of administrative and regulatory documents with the
decisions of management bodies of the Bank.

4.1.1.2.2.17. List of the Bank’s clients with information about 50 or more
persons;

41.1.2.2.18. Other data of engineering, organizational, commercial,
production and other nature which disclosure may result in material
losses of or damage to the Bank'’s reputation.

4.1.1.2.3. Personal data

Restricted information shall include personal data of the Bank’s
employees, clients, other physical persons, which are in the Bank’s
possession.

4.1.1.2.4. Insider information

Restricted information shall include insider information in the Bank’s
possession related to the Bank’s activities.

4.1.1.2.5. Confidential information

Confidential information shall mean any information about a physical
person and information with access restricted by a physical person or
legal entity except for persons with authoritative powers possessed, used
or disposed of by the Bank on legal grounds, access to which is restricted
by the Bank or other information holder (except for persons with
authoritative powers) and which may be disseminated as decided by the
Bank and/or upon agreement of such persons in a manner and subject to
the conditions stipulated by such persons.

Confidential information of the Bank shall include, in particular:

» content of business correspondence and other internal documents of
the Bank;

» program codes and parameters of configuration of information
processing system of the Bank;

> list of the Bank’s clients, which includes less than 50 persons.
4.1.1.2.6. Information not included into Restricted information.
Information below shall not be considered Restricted information
and shall not be the subject matter of the Agreement:

» information access to which may not be restricted in accordance with the
requirements of legislation of Ukraine;

> information officially disclosed by the Bank in public information means,
in particular, mass media;

» information which disclosure by the User is officially permitted by the
Bank (in writing).

4.1.2. TPEOMET OrOBOPY

4.1.2.1. [loroBip BW3Ha4Yae NOPSOOK BMKOPUCTAHHA Ta 30epexeHHs
Kopuctysauem [130[] nepegmaHoro oMy baHkom, a  Takox
BignosigansbHocTi KopucTyBaya 3a nopyLueHHs koHdigeHuinHocTi 130,
4.1.2.2. [lia Jorosopy Takox posnoscomxyetses Ha 1300, wo crana
BigoMa KopucTyBauy Yy 38’A3Ky 3i 3AiNCHEHHAM BaHKOM CBOEI AifnbHOCTI

4.1.2. SUBJECT MATTER OF AGREEMENT

4.1.2.1. The Agreement shall determine the procedure of use and storage
of Restricted information by the User transferred to the User by the Bank
and the User's liability for violation of confidentiality of such Restricted
information.

4.1.2.2. This Agreement shall also cover Restricted information which
became known to the User in a result of the Bank’s activities or existence




abo HasiBHicTIO Mix BaHkom Ta KopucTyBayeMm MeBHWX rocrnoaapChbKux
abo0 iHLWMX BIBGHOCWH, LLO PErynIoTbCs 3aKOHOLABCTBOM.

4.1.3. TIPABA, OBOB'A3KW/ TA BIANOBIJANBHICTb CTOPIH

Kpim npaB, obos'askiB Ta BignosiganbHocTi CTOPIH, BWU3HAYEHMX
iHauBigyanbsHoto YacTuHoto florosopy Ta po3ginom «3.  PABA,
OBOB'A3KM TA  BIONOBIJANIBHICTE  CTOPIH  (3ATAJIbHI)»
3aranbHux YMoB, CTOPOHM TakoX AOMOBUIMCH NPO HACTYMHe:

4.1.3.1. KopuctyBau 3060B’A3y€eTbCA;

4.1.3.1.1.MpoTaArom BCbOro CTPOKY Aii Ta NPOTArOM 5-TW HACTYNHUX
nocnifoBHUX PokKiB micna 3akiHyeHHs Aji [orosopy (abo Ginbw
TPUBANoOro CTPOKY, SKWO LEW CTPOK cneuianbHO BU3HAYEHO
3aKkoHOAaBCTBOM CTOCOBHO OKpeMux Kateropin 130[):
4.1.3.1.1.1.He posronowyeatu 130 Tpetim ocobam [30[, sk BOHa
BM3HayeHa y [loroBopi, 6e3 ncbMoBoi 3rogn baHky.

4.1.3.1.1.2. He HapaBaTtw, He npogasatu TpeTim ocobam, He Biguyxysatu y
Oyab-sikuii iHwmiA cnoci6 1300,

4.1.3.1.1.3. He BukopuctoBysatu I30[] y 6yab-sikuit cnocib, odiLliiiHo He
[03BONeHNA BaHkoM, 30kpema He BMKOPUCTOBYBATU BMLLE3A3HAYEHY
iHGhopmaljto y BnacHux iHTepecax abo iHTepecax TpeTix ocib.
4.1.3.1.1.4. 3abe3neyyBaTi BUKOHAHHS BUMOT LLOAO PEXUMY AOCTYMY,
00pobku Ta 3axucty I30[, BM3Ha4eHMx 3akoHOAaBCTBOM Ta BaHkoM,
30Kpema BUMOTU:

» 3akoHy Ykpaitn «[po BaHku i BaHKIBCbKY AisNBHICTbY — CTOCOBHO
OaHKIBCbKOT TaEMHWL;

» 3akoHy Ykpaim «po 3axucT nepcoHanbHWUX AaHuX» — CTOCOBHO
nepcoHanbHKUX AaHuX, HagaHux baxkom Kopuctysauy;

> 3akoHy Ykpaitu «[po LiHHI nanepn Ta (POHAO0BUIA PUHOK» — CTOCOBHO
iHcamaepcuKoi iHbopmallii.

41.3.1.1.6. He ponyckaT HecaHKuioHoBaHoro goctyny pno 130
HeynoBHOBaxkeHUx oci6 3 umcna 3anydvenux Kopuctysayem Ocib /
3anyyeHnx Kopuctyayem (30BHIiWHbOW cTOpoHow) Ocib, a Takox
Tpetix oci6 BHacnigok He3abeaneuyeHHs HanexHUX  3axopfiB
30epiraHHs/pexumy  30epiranHst  130[], HEBXUTTS iHWMX 3axogiB
obmexeHHs goctyny ao 130[, ki KopucTyBay NOBUHEH BXUTY 3 METOK
BUKOHaHHS ymoB [loroBopy.

4.1.3.1.1.7. Y CTPOK, SKWA € MiHIMaNbHO MOXIMBMM, ane He binblue 24
rOOMH 3 MOMEHTY HacTaHHs nogii, iHopmyBaTM baHK npo BCi nogji,
MnoB’s3aHi 3 (hakTamm po3ronoLeHHs abo NOpyLIEHHS KOHMIAEHLNHOCTI
130/.

413.1.18. Axwo Kopuctyeay €  «30BHIlLHBOW ~ CTOPOHOKY,
poTtpumysaTucs Bumor wopo 3abesneyeHHs iHdopmauiiiHoi 6e3neku
30BHiWHLOKW cTopoHo/3anyyeHor Kopuctysayem (30BHilIHLOK
ctopoHoto) Ocoboto (3rigHo 3 n.n.4.1.5. 3aranbHux Ymos).

4.1.3.1.2. 3abe3neunTn HeposronoLieHHs 3anyyeHol Kopuctyavem
Ocoboto Bumor 3a3HaueHmx y n. 4.1.3.1. (3 nignyHkramu)3aransHux YMoB
(ny6niyHoi yactuHu [lorosopy).

41.31.3. fkwo KopuctyBay € «30BHILLHBOIO CTOPOHOKOY, TaKWi
KopucTyeay 30608's3yeTbCst 3a6e3neUnTin Hepo3ronoLLeHHst 3anyyeHolo
KopucTyBayem (30BHiLLHbOI0 CTOPOHOI0) Ocoboto BIUMOT, 3a3HaYeHMX Y
n. 4.1.3.1. (3 nignyHktamu) 3aranbHux YMoB (mybmivHOi 4acTuHW
[oroBopy),a Takox [0BeCTM BUMOrW [JoroBopy A0 KOXHOI 3amyqeHoi
KopuctyBauem (30BHiLUHBOK CTOPOHOI0) Ocobu, WnsxoMm nignucaHHs
3anyyeHoo KopuctyBauyem (30BHiWHLOKW CcTOpOHOW) Ocoboro
Ocobuctnx 3060B’A3aHb 3a 3paskoM, HaBedeHum y [opatky Ne 1 no
iHOMBIgYyanbHOI YacTuHKU [Joroopy.

4.1.3.1.4. Y CTPOK, SiKMN € MiHIMaNbHO MOXITMBMM, arne He Binblue 5-T1
poboumMX OHIB NicNs 3akiHYeHHs CTPOKy Aii abo npunuHeHHs Jorosopy, a
TaKoX MiCNs OTPUMAHHS NMUCbMOBOI BUMOTM BaHky, noBepHyT# baHky
Hocii 1300, He 3anuwatoum y Kopuctysaya ogHUX Konin (y TOMY Yucni
€MEKTPOHHMX), @ TaKoX BiATBOPEHb YW BUTAMB 3 JOKYMEHTIB, chaiirnis,
[AaHu1X TOLLO, SIKi 3a3HaveHi sk [30[.

4.1.3.1.5. 3abesneuyBatT HanexHe 30epexeHHs HagaHux baHkom
nporpamMHux 3acobis i He nepeaasath ix TpeTim ocobam;

4.1.3.1.6. cBogYaCHO iHchopMmyBaTh baHk Npo 3MiHW MiCLIE3HaXOMKEHHS,
TenedoHis, npiseuw, BignosiganbHux  oci6  Towo. OB0B'A3KOBO
BignoBigaT Ha 3anuTu baHKy LWoao HajaHHA iHdopmauji, aka
BUKOPUCTOBYETLCA AJ15 OnepaTuBHOI B3aemogii 3 KopucTtysavem.

of certain business or other relations between the Bank and the User
governed by Law.

41.3. RIGHTS, OBLIGATIONS AND RESPONSIBILITY OF THE
PARTIES

Except for the rights, obligations and responsibility of the Parties set forth
in the individual part of the Agreement and Section 3 (RIGHTS,
OBLIGATIONS AND RESPONSIBILITY OF THE PARTIES) of the
General Conditions, the Parties agree on the following:

4.1.3.1. The User shall undertake:

4.1.3.1.1. within the term of the Agreement and during 5 years
thereafter (or during the longer period if specifically stipulated by
Legislation in relation to certain categories of Restricted
information):

4.1.3.1.1.1. not to disclose Restricted information determined in the
Agreement to Third parties without the Bank’s written consent.
4.1.3.1.1.2. not to provide, sell or alienate Restricted information to Third
parties in any other way.

4.1.3.1.1.3. not to use Restricted information in any manner not officially
permitted by the Bank, in particular, not to use information above for
personal purposes or for the benefit of Third parties.

41.3.1.1.4. to ensure fulfilment of the requirements to the mode of
access, processing and protection of Restricted information determined
by Legislation and the Bank, in particular, the requirements of:

» Law of Ukraine ‘On banks and banking activities’ in relation to banking
secrecy;

> Law of Ukraine ‘On personal data protection’ —in relation to personal data
provided to the User by the Bank;

» Law of Ukraine ‘On securities and stock market” — in relation to insider
information.

4.1.3.1.1.6. prevent unauthorized access to Restricted information by
unauthorized persons from among the User’s involved persons / Persons
involved by the User (External party) and Third parties resulting from
failure to ensure proper storage measures/conditions for Restricted
information, failure to implement other measures to restrict access to
Restricted information to be taken by the User in order to fulfill the terms
and conditions of the Agreement.

4.1.3.1.1.7. to notify the Bank of all events related to disclosure or breach
of confidentiality of Restricted information as quickly as possible but not
more than within 24 hours from occurrence of such event.

4.1.3.1.1.8. If the User is an External party, to meet the Requirements to
information security to be provided by the External party / Person
involved by the User (External party) (in accordance with clause 4.1.5.
of the General Conditions).

4.1.3.1.2. to ensure non-disclosure of the requirements stated in clause
4.1.3.1. of the General Conditions (public part of the Agreement) by the
User’s involved person.

4.1.3.1.3. if the User is an External party, such User shall undertake to
ensure non-disclosure of the requirements stated in clause 4.1.3.1. (with
sub-clauses) of the General Conditions (public part of the Agreement) by
the Person involved by the User (External party) and also bring the
requirements of the Agreement to knowledge of each Person involved by
the User (External party) by way of signing the Personal Commitments
by the Person involved by the User (External party) in a form given in
Annex 1 to the individual part of the Agreement.

4.1.3.1.4. to return all media with Restricted information without no copies
being kept by the User (including in an electronic form) and reproductions
or extracts from documents, files, data etc. marked as Restricted
information as quickly as possible but not more than within 5 business
days upon expiry or termination of the Agreement and also after receipt
of the Bank’s request.

4.1.3.1.5. to ensure proper security of software applications provided by
the Bank and not to transfer the same to Third parties;

4.1.3.1.6. to notify the Bank immediately of the change in the location,
telephones, surnames of responsible persons, etc; to reply to the Bank’s
requests as to provision of information used for immediate cooperation
with the User.




41.31.7. KopucTyBay He Mae mpaBa Ha KoOmitoBaHHA Ta/abo
PO3NOBCIOMKEHHS,  MepefaBaHHs  TpeTim  ocobam  mporpamHo-
TEXHOJONYHOro 3ab6e3neyeHHs Ta iHWMX 00'eKTiB NpaBa iHTeNeKTyanbHOI
BNacHOCTi BaHKy, OTpUMaHNX y 3B'A3KY 3 BUKOHaHHAM [Jorosopy.
4.1.3.2. Kopuctysay mae npaso:

4.1.3.2.1. Bukopuctosysatu I30[] y 383Ky 3 YCTAHOBNEHHAM LiNoBUX
BigHOCUH/CMiBNpaLi Yu iHWWX BigHOCKH 3 BaHkoM y cnocif, y mexax Ta 3
METOI0, L0 0QiliiHO J03BONEHI BaHKoM.

4.1.3.2.2. Hapasatu [30[] ynoBHOBaXeHNM OepxaBHUM OpraHam Ha ix
NUCHMOBUIA 3aMKUT HaNeXHOI (hOpMU BUKMKOYHO Y MeXax Ta Bunagkax,
nepepbayeHnx 3akoHoaaBCTBOM. [po KOXHMIA BUNALOK OTPUMaHHs!
3anuTy Ha po3kputTs [30[ KopncTyBay NOBMHEH He MisHilue 24 roguH 3
MOMEHTY OTpPUMaHHS 3anWTy HanmpaBuTW BiAMOBiOHE MMCbMOBE
noBigOMNEHHs baHky.

4.1.3.3. baHk mae npaBo:

4.1.3.3.1. 3qiicHIOBaTW ayaouT Ta MOHITOPUHT JisnbHocTi KopucTyBada,
noB’si3aHoi 3 goctynom go 130[.

4.1.3.3.2. BHOCUTM 3MiHM [0 mybnivHoi YacTuHu [lorosopy (3aranbHux
YMOB) y nopsiaKy, BU3HaueHux posginom «14.  3MIHA TA
PO3IPBAHHA JOTOBOPY / 3ATAJIbHUX YMOB» 3aranbHux Ymos.
4.1.3.4. BignosiganbHicTb CTOpiH:

BipnosiganbHicte CTOpiH BW3HAYaEeTbCS iHAMBIAYaNbHOK YaCTWHOIO
Horosopy,nyHkTom 4.1.3.4.(3 mignyHkTamu) 3aranbHux YMOoB,po3giniom
«3. TPABA, OBOB'A3KM TA BIOMNOBIAA/IBHICTE CTOPIH
(3ATAJTBHI)» 3aranbHux YMoB Ta 3akoHOAABCTBOM.

41.34.1. 3a HeBMKOHAHHs abo HeHanexHe BWKOHAHHS CBOIX
3000B's3aHb  ofHieto i3 CTopiH, nependaveHux [oroBopom Ta
3akoHoaaBcTBOM, BuHHA CTOpOHA Hece BIAMOBIOANLHICTb 3rigHO 3
ymoBamu [loroBopy Ta 3akOHOAaBCTBOM.

4.1.3.4.2. CTopoHa, fika mopywwuna 30608B'a3aHHs, B3ATi Ha cebe 3a
[loroBopoM, NOBMHHA YCYHYTU Lii MOPYLUEHHS B HAUKOPOTLLWA CTPOK.
41.3.4.3. Cnnata wrpadHux caHKuin (neHi/wTtpadyy) He 3BinbHAE
CTOpOHMY Bif BUKOHAHHS! AOrOBipHIX 3000B'si3aHb.

4.1.3.4.4KopuctyBay Hece BIAMOBIZAmnbHICTb 3@ HEBWUKOHAHHS BUMOT
n4.1.3.1. (3 nignyHktamm) 3aranbHux YmoB (mybmiyHOi 4YacTMHW
[Jorosopy).

41.3.4.5. fAxwo KopuctyBay HE € «30BHilUIHLOK CTOPOHOMO®, 3a
HEBMKOHaHHs/HeHanexHe BukoHaHHs KopucTtyayem sumor n. 4.1.3.1.
3aranbHux YmoB (mybniuHoi yactuim [orosopy), KopuctyBay Hece
BiANOBIAANbHICTL Yy PO3MIpi BU3HAYEHOMY iHAMBIOYaNbHOK YacTMHOW
[oroBopy. BaHk Mae npaBo [OOAaTKOBO BMMaratv BifLLKOZyBaHHS
Kopuctysauem y noBHOMy o6csisi 36uTkiB 3aBaaHux KopucTtyauem
Banky wnsxom posronowenHam 30 abo nopyweHHam BumMor .
4.1.3.1.2. 3aranbHux YMoB (nybniyHoi yactuu [JoroBopy) cyma sikux
BM3HaYa€eTbCst 3@ 3rogoto CTopiH abo pilLeHHsM cyay.

4.1.3.4.6. Axwo Kopuctysay € «30BHiLIHBEOK CTOPOHOKY | NPY LbOMY
He 30iMCHIOE i He 3000B’si3aHMW 3AiNCHIOBATH, BiANOBIAHO OO
3aranbHux  YmoB, 3anyyeHHsi  3anyyeHoi  KopuctyBauem
(3oBHiWwHbLOW cTOpOHOK) Ocobu, 3a HEBUMKOHAHHS/HEHanEexXHe
BUKOHaHHS KopuctyBauem Bumor n.4.1.3.1. 3aransHux YmoB (nybniyHoi
yactunu [lorosopy), KopuctyBay npotarom 10-Tu kaneHaapHWx OHiB 3
AaT OTPUMaHHs NMCbMOBOI BUMOrM BaHky, cnnauye BaHky wrpad vy
po3mipi 100 000,00 rpuBeHb 33 KOXHWA BUMAZOK MOPYLUEHHS, AKLIO
iHWMA poamip WTpady He nepenbayeHo iHAMBIAYanbHO YacTUHOK
[orosopy.

Kpim Toro, baHk mae npaBo [40O4aTKOBO BWMaraT BiALUKOAYBaHHS
KopuctyBauem y noBHoMy o06cssi 36uTkiB 3aBaaHux KopucTtyauvem
Banky wnaxom posronowerHaM 130 abo nopylweHHaM  BUMOr
n.4.1.3.1. 3aranbHux YmoB (nybniyHoi yactuHn [loroBopy) cyma sikux
BM3HAYaeTLCA 3a 3rofgoko CTopiH abo pilleHHsM cyay.

41.3.4.7. fAxwo Kopuctysay € «30BHIHLOK CTOPOHOK», i NpU
UbOMY 3AiMCHI0E abo 3000B’A3aHMM 3MINCHUTH, BiANOBIAHO A0
3aranbHux  YmoB, 3anyyeHHsi  3anyyeHoi  KopuctyBauem
(3oBHiWHLOW cTOpPOHOK) OCOOM 32 HEBUKOHAHHS/HEHaNExXHe
BukoHaHHs Kopuctysauem Bumor n. 4.1.3.1. 3aranbHux YmoB (nybniHoi
vactunu [orosopy), KopuctyBay npotarom 10-Tu kaneHaapHWX OHB 3

4.1.3.1.7. The User shall have no right to copy and/or distribute, transfer
software and other intellectual property of the Bank obtained in a result of
fulfillment of the Agreement to Third parties.

4.1.3.2. The User shall have the right:

4.1.3.2.1. to use Restricted information to establish relations/cooperation
or other relations with the Bank in a manner, to the extent and for the
purpose officially permitted by the Bank.

413.22. to provide Restricted information to the authorized
governmental bodies upon their proper written request to the extent and
in cases stipulated by Legislation. The User shall be obliged to notify the
Bank in writing of each request for disclosure not later than 24 hours from
receipt of such request.

4.1.3.3. The Bank shall have the right:

4.1.3.3.1. to audit and monitor the User’s activity related to access to
Restricted information.

413.3.2. to amend the public part of the Agreement (General
Conditions) as stipulated by Section 14 (AMENDMENTS AND
TERMINATION OF THE AGREEMENT / GENERAL CONDITOINS) of
the General Conditions.

4.1.3.4. Responsibility of the Parties:

Responsibility of the Parties shall be determined by the individual part of
the Agreement, clause 4.1.3.4 (with sub-clauses) of the General
Conditions, Section 3 (RIGHTS, OBLIGATIONS AND RESPONSIBILITY
OF THE PARTIES) of the General Conditions and Legislation.

4.1.3.4.1. for failure or improper fulfillment of its obligations by one of the
Parties stipulated by the Agreement and Legislation the guilty Party shall
be responsible in accordance with the terms and conditions of the
Agreement and Legislation.

4.1.3.4.2. The Party in default of obligations hereunder shall be obliged
to remedy such violations as soon as possible.

4.1.3.4.3. Payment of penalties (fines) shall not release the Party from
fulfillment of its contractual obligations.

41344 The User shall be responsible for failure to fulfill the
requirements of clause 4.1.3.1. (with sub-clauses) of the General
Conditions (public part of the Agreement).

41.3.4.5. IF the User is NOT an External party, for failure/improper
fulfillment of the requirements of clause 4.1.3.1. of the General Conditions
(public part of the Agreement) by the User, the User shall be responsible
to the extent determined by the individual part of the Agreement. The
Bank shall have the right to require further reimbursement of losses
caused by the User to the Bank in full due to disclosure of Restricted
information or breach of the requirements of clause 4.1.3.1.2. of the
General Conditions (public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.

4.1.3.4.6. If the User IS an External party and does not involve and is
not obliged to involve the Person involved by the User (External
party) in accordance with the General Conditions, for failure /improper
fulfillment of the requirements of clause 4.1.3.1. of the General Conditions
(public part of the Agreement) by the User, the User shall, within 10
calendar days from receipt of the written request from the Bank, pay the
penalty in the amount of UAH100,000.00 for each violation unless other
amount of penalty is stipulated in the individual part of the Agreement.

In addition, the Bank shall have the right to require further reimbursement
of all losses caused by the User to the Bank in a result of disclosure of
Restricted information or breach of the requirements of clause 4.1.3.1. of
the General Conditions (public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.

4.1.3.4.7. If the User IS an External party and involves or is obliged to
involve the Person involved by the User (External party) in
accordance with the General conditions, for failure /improper
fulfillment of the requirements of clause 4.1.3.1. of the General Conditions
(public part of the Agreement) by the User, the User shall, within 10
calendar days from receipt of the written request from the Bank, pay the
penalty in the amount of UAH100,000.00 for each violation.




[atv OTPUMaHHA NMCbMOBOI BUMOrM Bauky, cnnayye baHky wrpad y
po3amipi 100 000,00 rpuBeHb 3a KOXHWUI BUNaAOK NOPYLUEHHS.

Kpim Toro, baHk Mae npaBo [0O4ATKOBO BWMaraT BiALLKOAYBaHHS
Kopuctysayem y nosHomy o6cssi 36uTkiB 3aBaaHux KopucTyBayem
BaHky wnsxom posronoLeHHsm 130 abo nopyweHHsm sumor n.4.1.3.1.
3aranbHux  YmoB  (mybniyHoi uacTuHu  [loroBopy) cyma  Sikux
BM3HaYaeTbCs 3a 3rogoto CTopiH abo pilLeHHAM cyay.

4.1.3.4.8. KoxHa i3 CTopiH Hece BianoBiganbHIiCTb 3a 360i B 0OMiHi
iHpopmaLjieto,  BUKIMKaHI  HAaBMUCHWMKM,  HeobBepexHumn  abo
HEKOMNETEHTHUMM JisiMM X nepcoHany.

4.1.4.CTPOK [li IOrOBOPY TA NMOPAAOK MOr0 PO3IPBAHHA
41.4.1. Crpok gii JoroBopy cknagae Ginblni i3 BKasaHUX HUK4e
nepiogis:

4.1.4.1.1. 5 pokiB 3 gat HabyTTa umHHocTi [Joroopy anst Kopuctysava,
abo

4.1.4.1.2. fAkwo KopucTysay € «30BHILLHBOK CTOPOHOIO», Nepioa 3 AaTh
HabyTTa umHHocTi [oroBopy anst KopucTyBaya i B0 3aBepLUeHHs 5-Tu
NOCIIJOBHUX POKIB 3 AaTW NpuUnuHeHHs [JoroBopy 3a akum Kopuctysau
Hagae baHky nocryru, nocTaBnisie TOBapy, BUKOHYe poboTy.

4.1.4.2. [Jorosip moxe OyTu posipanuii 3a 3rogowd CtopiH abo 3
iHiyiaTMBK BaHKy B OOHOCTOPOHHLOMY MOPSZKY LUMSIXOM HaACWNaHHS
BiANOBIZHOMO MMCLMOBOTO NOBIJOMNEHHs KopucTysauy.

4.1.4.3. IHiLitoBaHHS posipBaHHs JoroBopy 3a iHiLiaTusoto Kopuctysaya
MOXIMBE TiMbKK 3a YMOBW, SIKLLO y KopucTyBaua Hemae 3ab0proBaHocTi
nepen bankom 3a [orosopom. 3aboproBanicTto KopuctyBaua €
HecnnaveHi LWrpadHMX caHKLii, 30UTKM BignosigHo £o [orosopy.
4.1.4.4. PosipsaHHs [lorosopy, y ToMy yucni 3a iniuiaTueolo baHky, He
3BiNnbHAE KopuctyBava Big 000B'A3Ky crnmatut 3aboproBaHicTb, L0
BWHMKIA NpoTAroM Aii [loroBopy B NoBHOMY 06CA3i.

4.1.4.5. 3akiHyeHHs cTpoky gii [lorosopy He 3BinbHse CTOpOHW Bif
BWKOHAHHS BCiX nepepbaveHux [loroBopom 3060B'A3aHb Ta  Big
BIONOBIZANLHOCTI 33 HEBUKOHAHHA UM HeHanexHe BUKOHaHHS
3000B's13aHb B nepiog Aii Jorosopy.

414.6. [ia [oroBopy npunuHsieTbcst y pasi nikeigauii BaHky um
Kopuctysaua.

In addition, the Bank shall have the right to require further reimbursement
of all losses caused by the User to the Bank in a result of disclosure of
Restricted information or breach of the requirements of clause 4.1.3.1. of
the General Conditions (public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.

41.3.4.8. Each of the Parties shall be responsible for information
exchange interruptions caused by willful, negligent or unqualified actions
of their personnel.

4.1.4. TERM OF THE AGREEMENT AND ITS TERMINATION

4.1.4.1. The term of the Agreement shall be the longest of the periods
stated below:

4.1.4.1.1. 5 years from the effective date of the Agreement for the User
or

4.1.4.1.2. If the User is an External party, from the effective date of the
Agreement for the User and till expiry of 5 consecutive years from the
date of termination of the Agreement in accordance with which the User
provides services, goods, works to the Bank.

4.1.4.2. The Agreement may be terminated upon agreement between the
Parties or the Bank’s initiative unilaterally on a basis of the relevant written
notice sent to the User.

4.1.4.3. The User may initiate termination of the Agreement provided that
the User has no amounts outstanding before the Bank under the
Agreement. The User’s debts shall include penalties, fines and losses
unpaid under the Agreement.

41.4.4. Termination of the Agreement, including upon the Bank’s
initiative, shall not release the User from its obligation to pay all debts
arisen during the term of the Agreement.

4.1.4.5. Expiry of the Agreement shall not release the Parties from
fulfillment of their obligations stipulated by the Agreement and for failure
or improper fulfillment thereof during the term of the Agreement.

4.1.4.6. The Agreement shall terminate in case of liquidation of the Bank
or the User Kopuctysaya.

4.1.5. Bumorn wopo 3abesnevyeHHs iHchopmaLinHOi  Ge3nekun
30BHilWHLO CTOPOHOLO / 3anyyeHoto KopuctyBaueM (30BHILLHBLOKO
cTopoHoto) Ocoboto

4.1.5. Requirements to information security to be ensured by the
External Party / Person involved by the User (External party)

TepMiHu Ta noHATTA:

BaHk - AT «OTI BAHK»;

HoroBip - [lorosip Npo HEPO3ronoLieHHs iHgopmauii 3 obMexeHUm
[OCTYNOM, SIKMA CKMNaAaeThes i3 iHAMBIQYanbHOI YacTuHM [loroBopy Ta
nybniyHoi yactuHu fJorosopy (3aranbHi YMoBu), yknageruin CTopoHamu.
[oroBip npo HagaHHA NOCAYr — JOroBip, L0 YKNagaeTbes Mk baHkom
Ta 30BHILLIHLOK CTOPOHOIO MPO HaAaHHs MOCMYr, BUKOHAHHS pOOIT,
noCTaBkX TOBapy Y ranysi iHopMaLiHUX TEXHOIOr, MOB’A3aHuX 3
OaHKIBCbKO diSiNbHICTIO.

IB - iHdopmaLjitHa Besneka;

1300 - iHcbopmaLlis 3 06MEXEHM AOCTYNOM.

AsTeHTUdiKaLia kopucTyBaya — npoLeaypa nepesipki BignosigHOCTI
npes’siBMeHoro igeHT1dikaTopa KopUcTyBaya Ha NpeaMeT HanexHOCTI
LibOMY KOpUCTYBaYeBi; BCTAHOBMEHHS abo NiaTBEPMKEHHS CNPaBXHOCTI
KOpuCTyBaya.

AyTcopcuHr — nepegaya 30BHILLHI CTOPOHI NEBHNX BidHeC-GhyHKLi abo
cknagosux HisHec-npovecy baHKy 3 METO NiaBULLEHHS MPOAYKTUBHOCTI
npaui abo 3HVKeHHst cobIBapTOCTI NOCMYT.

AyTcradhiHr — BUBeeHHs nepcoHany 3a wrat baHky, Wwo nepenbavae
BUKOPUCTaHHS  BaHkom nmocnyr  pobiTHUKIB, SKi  KOpUOMYHO €
npeAcTaBHUKaMW 30BHILLHBOI CTOPOHM.

BaHkiBCcbka TaeEMHMLA — iHhOpMALLiS OO AiSNbHOCTI Ta (iHAaHCOBOMO
CTaHy KrieHTa, sika cTana Bigomoto BaHky y npoueci 06crnyroByBaHHS
KNieHTa Ta B3aEMOBIZHOCWH 3 HAM 4 TPETIM 0cobam Npu HagaHHi nocnyr
BaHky (3akoH Ykpainu «po G6aHkm i GaHKIBCbKY HiSNbHICTbY).
KopuctyBau - CrtopoHa 3a [loroBopom, Hagani Takox 30BHiLLHS
CTOPOHa.

BpasnuBicTb — He3AaTHICTb NPOTUCTOATW peanisalii NeBHOI 3arposu
abo cyKynHocTi 3arpos.

Terms and definitions:

Bank shall mean OTP BANK JSC;

Agreement shall mean the Restricted information agreement consisting
of the individual part and public part (General Conditions) of the
Agreement concluded between the Parties.

Service agreement shall mean an agreement concluded between the
Bank and the External Party concerning provision of services, fulfillment
of works and delivery of goods in the sphere of information technologies
related to the banking activities.

IS shall mean information security;

Restricted information shall mean information with limited access.
User’s authentification shall mean the procedure of verification of the
user’s identifier to find that the user is its holder; the procedure of
authentification of the user.

Outsourcing shall mean assignment of certain business functions or
constituents of the business process of the Bank to the External party in
order to increase productivity of labour or reduce cost of services.
Outstaffing shall mean exclusion of the personnel from the staff of the
Bank that implies the use of services of the employees by the Bank who
are legal representatives of the External party.

Banking secrecy shall mean information in relation to activity and
financial position of the client which became known to the Bank during
provision of services to and relations with the client or third parties during
provision of banking services (Law of Ukraine ‘On banks and banking
activities’).

User shall mean a Party to the Agreement, hereinafter also referred to as
the External party.




JocTynHicTb — BNacTuBiCTb pecypcy cuctemu 0bpobkn iHopmauii, ska
nonsrae B TOMy, WO KOpWUCTyBay i/abo npouec, skuidl Bomogie
BiANOBiAHUMW NOBHOBAXEHHAMM, MOXE BUKOPUCTOBYBaTU pecypc
BIAMOBIZHO 40 NpaBWI1, BCTAHOBMEHUX NOMITUKOI Be3neku, He Ouikyun
JOBLUe 3ajaHoro (Marnoro) MPOMiXKY 4acy, TOBTO KON BiH 3HAXOAUTLCA
y Burnagi, HeoOxigHoMy KopucTyBauyeBi, B Micl, HeobxigHomy
KOpUCTyBauYeBi, i B TOI Yac, Konm BiH NOMY HEOBXigHWIA.

3arposa Ib - Gygb-sika obcraBuHa abo nogia 1B, wo moxyTb GyTn
MPUYMHOK MOPYLUEHHS noniTkK Besnekun iHopmauii abo HaHeceHHs
36uTkiB BaHky.

3axuct iHdopmauii — CyKynHiCTb NpaBOBUX, aAMIHICTPATUBHMX,
OpraHisaliiHiX, TEXHIYHMX Ta iHWWX 3axodiB, Wo 3abe3neyyloTb
36epexeHHs], LinicHiCTb iHchopMaLii Ta HaneXHWn NopsiAoK JOCTyny A0
Hei (3akoH Ykpaihu «[1po iHhopmaLiitoy).

30BHiWHA CTOpOHa — (i3nyHi ocobu Ta/abo isnyHi ocobu -
nignpuemy, Ta/abo topuanyHi ocobm, siki He acouiotoTbes 3 baHkom Ta
3anyJatoTbes baHkoM 1o BUKOHaHHS pobiT, HagaHHs nocyr, nocTaqaHHs
TOBapiB Ha MiACTaBi AOrOBOPIB LMBINBHO-MPABOBOIO (rOCNOAAPCHKONO)
xapakTtepy. Hagani Takox Kopuctysau.

3anyyeHa KopuctyBayem (30BHilIHLOK cTOPOHOK)Oco0a — ¢hiznyHa
ocoba, sika € HaiMaHuM npaLiBH1KOM KopucTyBava (skuit € 30BHILLHBOI0
CTOPOHOI0), 3any4veHa KopucTtysayem, 1o yyacTi y neperoBopax 3 baHkom
abo ska € HailmaHum npauiBHuMkOoM KopucTyBadva, sika y 3B'3Ky 3
BWKOHAHHSAM CBOIX cnyx6oBux (nocamoBux) 0060B'sI3KiB Mae JOCTyn [0
I30[ BaHky, a Takox 3anyyeHa Kopuctysauem dhisnyHa ocoba, sika He
nepebyBae 3 KopucTyBauem y TpyLoBKX BIZHOCMHAX, ane Mae AOCTyn 40
1300 BaHky Ha ymoBax 4OroBOpY nigpsiay, AOroBOpY NOCMYr, aBTOPCHKUX
[0roBopiB, TOLLO, yKnageHoro Mix Kopuctysadem Ta bBaHkom.

OcobucTi 3060B’A13aHHA — NMCHMOBWI JOKYMEHT, 3a TUMOBO POPMOI0
BaHky, nignucanuii 3anyyeHoto Kopuctyayem (30BHILHBOIO CTOPOHOI0)
Ocoboto, BignosigHo Ao skoro 3anyyeHa Kopuctysayem (30BHILLHLOO
ctopoHoto) Ocoba 3060B'A3yeTbCs BUKOHYBaTM BUMOMM  [loroBopy
(OoroBopy npo Hepo3ronoLeHHst iHhopmaLii 3 06MexeHM JOCTYNOM).

lpeHTMbikaTop — YHikanbHAN aTpubyT (iM'A) ob’ekTa (kopucTyBaua,
npoLecy), WO A03BOMSE OAHO3HAYHO BMAINUTK OaHuil ob'ekT cepen
noAioHMX.

IHcanpepcbka iHdbopmalia — HeonpuniogHeHa iHGopMalis npo
eMIiTeHTa, WOro LiiHHI nanepu Ta NoXigHi (AepuBaTtuem), Wo nepebyBatoTb
B 06iry Ha (hoHAOBIA Bipxi, ab0 NPaBOYMHW LIOAO HMX, Y pasi AKLO
OMNPUIIOAHEHHS TaKol iHopMaL|ii MOXe ICTOTHO BMAMHYTA Ha BapTICTb
UiHHWX nanepiB Ta MOXigHUX (depwBaTwBiB), Ta sKa nmignarae
ONMPUIIOOHEHHIO BigNOBiAHO [0 BMMOr 3akoHodasCTBa. IHdopmavis
WoJo OujHKM  BapToCTi  UiHHMX nanepiB  Ta/abo  iHaHCOBO-
rOCMOAApCbKOr0 CTaHy EMITEeHTa, SKLWO BOHA OTPUMaHa BMKIIOYHO Ha
OCHOBI ONpuUniogHeHoi iHchopmaLii abo iHdopmalii 3 iHWKUX My6niYHNX
[Kepen, He 3ab0OpOHEHMX 3aKOHOAABCTBOM, HE € iHCANAEpChKO
iHbopmaLieto. IHpopmaLlis He BBaXaETbCS iHCANAEPCHKOI0 3 MOMEHTY i
ONPUIIOAHEHHS BIANOBIAHO A0 3aKoHy (3akoH Ykpainu «po LiHHi nanepu
Ta (POHZOBUIA PUHOKY).

IHhopmauiiHa Ge3neka BaHky - craH iHdopmauji, B sikomy
3abeaneuyeTtbcs  30epexeHHs  KOHMIAEHUIMHOCTI,  uinicHoCTi  Ta
[OCTYNHOCTI  iHopMaLlii, a TakoX LiniCHOCTi, CMOCTEPEXeHOCTi Ta
KepoBaHOCTI mpoueciB ii 06pobkn 3rigHO 3 BUMOramu, BU3HAYEHUMM
nonitukoio 16 baHky.

IHchopmauiHuiA pecypc — Oyab-sika CyTHICTb, WO Mae Ans baHky
LiHHICTb | BNNIMBAE Ha BACTMBOCTI Ta piBeHb 3axMCTy iHopmauii. o
iH(bopmaLiHUX pecypciB 30KkpeMa HanexaTb: BnacHe iHdopmalis,
obrnagHaHHa, NporpamMHi  pecypeu, iHXeHepHa  iHdpacTpykTypa,
iH(bopmaLjiHi  mocnyrn Ta cepBick kUTTe3abe3neyeHHs, nepcoHan,
npu4eTHUiA Lo 06pobky iHhopmaLii ToLyo.

IHdopmauiiiHa cuctema (cuctema iHchopMaUiHUX TeXHOMOriN) -
OpraHisaliHO-TeXHIYHA CUCTEMa, B AKIM  peanisyeTbCA  TEXHOMOris
06pobku iHhopMaLLii 3 BUKOPUCTAHHAM TEXHIYHIX | NporpaMHUX 3acobis,
3okpema, CAB, cucTemm 38'A3Ky TOLLO;

IHdopmauis — Oyab-aki BigomocTi Ta/abo gaHi, sKi MOXyTb ByTw
30epexeHi Ha maTepianbHUX HOCiAX abo BigoOpaxeHi B eNeKTpOHHOMY
Burnsgi (3akoH Ykpainu «[po iHdopmaLitoy).

Sensitivity shall mean inability to resist to certain threat or a range of
threats.

Availability shall mean the feature of the resource of the information
processing system that implies that a user and/or a process having
relevant powers may use the resource in accordance with the rules
determined by the security policy without waiting beyond the established
time period, i.e. when it is in a form, in a place and in a time necessary
for the user.

IS threat shall mean any IS circumstance or event, which may cause
violation of the information security policy or damage to the Bank.
Information protection shall mean the aggregate of legal,
administrative, organizational, technical and other measures ensuring
security, integrity of information and proper access thereto (Law of
Ukraine ‘On information”).

External party shall mean physical and/or self-employed persons not
associated with the Bank and involved by the Bank into works, services,
goods supply under independent contractor agreements, hereinafter also
referred to as the User.

Person involved by the User (External party) shall mean a physical
person employed by the User (being the External Party), involved by the
User into negotiations with the Bank or the User's employee having
access to the Bank’s Restricted information due to performance of his/her
official duties and a physical person involved by the User having no labour
relationship but having access to the Bank’s Restricted information under
the contractor, service, authorship agreements etc. concluded between
the User and the Bank.

Personal obligations shall mean a written document in a form approved
by the Bank and signed by the Person involved by the User (External
party) pursuant to which the Person involved by the User (External party)
undertakes to fulfil all requirements of the Agreement (Restricted
information non-disclosure agreement).

Identifier shall mean a unique attribute (name) of the object (user,
process) allowing clear distinction of such object from among similar
ones.

Insider information shall mean non-public information about the issuer,
its securities and derivatives in circulation at the stock market or deeds in
relation to the same if disclosure of such information may have significant
effect on the value of securities and derivatives and which is subject to
disclosure in accordance with the requirements of Legislation. Information
about assessment of the value of securities and/or financial and economic
position of t issuer, if obtained only on the basis of the disclosure
information or information from public sources not prohibited by
Legislation, shall not be insider information. Information shall not be
considered as insider information from the date of its disclosure in
accordance with Law (Law of Ukraine ‘On securities and stock market).

Bank’s information security shall mean the status of information
allowing to keep it confidential, integral and available and also to keep the
processing procedure integral, observable and manageable in
accordance with the requirements set forth in the IS Policy of the Bank.

Information resource shall mean anything valuable for the Bank
affecting the features and level of information protection. Information
resources, in particular, include information, equipment, program
resources, engineering infrastructure, information services and life
support services, personnel involved into information processing, etc..

Information system (information technology system) shall mean the
organizational and engineering system implementing the information
processing technology using technical devices and software, in particular,
Bank Automatization System (BAS), communication system, etc.;
Information shall mean any information and/or data, which may be
stored on material media or displayed in an electronic form (Law of
Ukraine ‘On information’).




IHopmauis 3 obmexeHUM [OCTYNOM — BIiZOMOCTI, L0 MICTATb
OaHKiBCbKY, KOMEPLiHY TaeMHULi, KOHigeHLiiHy, iHcangepchbky
iHopmaujto, BnacHukom skux € bank, abo ski € npegmeToMm
npOECiiHOro,  AiNOBOro, BMPOBHMYOTO, KOMEPLIMHOTO Ta  iHLWMX
iHTepeciB BaHky, iHdopMmaLlis, ska CTOCYeTbCs 3AiMCHEHHS BaHkom
(piHAHCOBOrO MOHITOPUHIY, @ TakoX NEepCOHanbHi AaHi, CTOCOBHO SKWX
3rigHO 3 MOMNoXeHHAMM 3akoHy Ykpaiu «[1po 3axuCT NepcoHanbHUX
AaHnx» baHk BUCTYnae y poni BONOAINbLSA, pO3nopsiaHMKa NePCOHamnbHIUX
AaHux abo y poni TpeTboi ocobu. Mepenik 130 baHky Ta nopsgok ii
BU3HAYEHHs! HABEAEHO B PErYNSTOPHOMY AOKYMEHTI BaHKy «ITonoxeHHs
npo Knacudikalito iHdhopmalLlii Ta 3axoam LWoAo 3abesneyeHHs 3axucTy
iHbopmaLii 3 06MexeHM JOCTYNOMY.

IHuMpeHT iHdopmauinHOi Ge3nekn — nosiBa opHiei abo Kinbkox
HebaxaHux abo HenepenbayeHux nogin |b, 3 kMMM NoB'A3aHa 3HauYHa
MIMOBIpHICTb  kKOMNpoMeTaLii npoueciB  6aHKIBCbKOI  AiANBHOCTI  Ta
CTBOPeHHs 3arpo3 |b.

KomepuitHa TaemMHuus — iHDOpMALIS, SKa € CEeKPeTHOW B TOMY
PO3yMiHHi, L0 BOHA B LiNOMYy 4M B MEBHin hOpMi Ta CYKyMmHOCTI ii
CKMafiloBMX € HEBIJOMOH) Ta He € NNETKOLOCTYMHO Ans 0Cib, siki 3BUYaNHO
MatoTb Crpasy 3 BUAOM iHopmaLlii, 4O KOO BOHA HaNeXuTb, Y 3B'A3KY
3 UMM Mae KOMepLiliHy UjHHICTb Ta Oyna npegMeToM afeKBaTHUX
iCHylouMM oBcTaBMHaM 3axofiB LWOA0 30epexeHHst ii CexpeTHOCTi,
BXMTMX 0COBOH0, ska 3aKOHHO KOHTPOIIOE Lo iHchopMalito. KomepLiHoto
TaEMHULEI0 MOXYTb OyTM BIOOMOCTI TEXHIYHOrO, OpraHisaLiiHoro,
KOMEPLNHOrO, BUPOBHUYOTO Ta iHLIOMO XapakTepy, 3a BUHATKOM THX, sKi
BiANOBIAHO [0 3aKOHy He MOXYTb OyTM BigHECeHi [0 KOoMepuiHoOi
TaeMHuLi (LinBinbHKA kogeke YkpaiHm).

KoHdipeHuinHa iHdopmauis - iHdopmauis npo disnyHy ocoby, a
TakoX iHcopmauis, [ocTyn Ao sKoi  obmexeHo disnuHol  abo
lopuanYHOL  0coboto,  KpiM  CyD'ekTiB  BNagHWX  MOBHOBAXEHb.
KoHdpigeHuiHa  iHchopmalis Moxe nowumpioaTucs 3a  HaxaHHAM
(3rogoto) BipNoBIAHOI 0COOHM y BU3HAYEHOMY HEt NOPSIAKY BiAMOBIAHO A0
nepefbayeHnx Helo YMOB, @ TaKOX B iHLUMX BUMAgKax, BU3HAYEHWX
3aKkoHOM (3akoH Ykpainu «[po iHdopmaLion).

KoHdhiaeHwinHicTb — BNacTvBiCTb iHdopMaLii, ika nonsrae B TOMy, LU0
iHbopmaLjis He Moxe ByTu OTpUMaHa HeaBTOPU3OBAHUM KOPUCTYBAYEM
i/abo npovecom.

MpaBuna iHdopmauiinHoi 6e3neku — NpUnNcK, IHCTPYKLT, pernameHTy,
BAMOrYW, pekomeHaaLlii woao 3abesneyeHHs Geanekn iHdopmalji, siki
MICTATbCA Y CTaHZapTax YKpaiHu, MiKHapogHWUX CTaHhapTax CiMencTea
ISO/IEC 27000, craHgapTax nnaTbkHUX CUCTEM, HaLiOHaNbHUX
JOKYMEHTaX iHLIMX KpaiH, MXXHapOAHUX HaYKOBO-AOCMIHWX OpraHisaLin
Ta NpochecinHuX 06’eHaHb.

MepcoHanbHi AaHi — BiZOMOCTi Yy CYKYMHICTb BiOMOCTEN Npo (i3nyHy
ocoby, sika ineHTudikoBaHa abo Moxe 6yTU KOHKPETHO ineHTUdbikoBaHa
(3akoH  YkpaiHm «[po  3axucT  nepcoHanmbHUX — gaHux»). [lo
KOHEiAEeHUiNHOI iHchopmaLii npo cpisuyHy ocoby HanexaTb, 30Kpema,
JaHi npo il HauioHambHICTb, OCBITY, CIMEMHUIA CTaH, peniriiHi
NepeKOHaHHs!, CTaH 30POB's, a TaKOX agpeca, AaTa i MicLie HApOMKEHHS!
(3akoH Ykpainu «[1po iHdhopmaLitoy).

Cucrema aBTOMaTU3aLii 6aHKy — cucTema iHhopMaLiiH1X TEXHOMOTIN,
Lo BUpiLLYye 3adayi aBTomMaTu3aLlii 6aHKIBCbKOI gisnbHOCTI (Hanpuknag,
cuctema «OnepayinHui feHb 6aHky», cuctema «KnieHT-baHk» ToLLo).
CnocTepexHicTb — BnacTuBICTb cucTemi 00pobku iHdopmalii, o
[03BonsE hikcyBaTy GiSNbHICTL KOPUCTYBAYIB | NPOLECiB, BUKOPUCTAHHS
nacvBHWx  OO'eKTiB, @ TaKOX OOHO3HAYHO  YCTAHOBMOBATH
ineHTUIKaTOPK NPUYETHUX B0 NEBHUX MO KOPUCTYBAMIB i NPOLECIB 3
MeTOoH 3anobiraHHs NopyLUeHHs noniTuky Besneku i/abo 3abesneyeHHs
BiANOBiAaNbHOCTI 3@ NeBHi Aii.

CreraHorpacisi- TalHonNuC, Npu SKOMY MOBIJOMIIEHHS 3aKoLoBaHe
TaKWUM YMHOM, LLO He BUIMSLAE sK MOBIZOMIEHHS.

Tpeta cTopoHa — ¢hisnyHa abo topuanyHa ocoba, opraHisauis, opraH
AepxaBHOi BNaam TOLLO, Aki He acojiotoTbes 3 BaHkom abo ocobamu, Lwo
nepebyBaloThb y AiNOBKX BiHOCUHAX 3 baHKOM Y 3B'A3KY 3i 34iNCHEHHSAM
BaHKiBCbKOT AisinbHOCTI.

Restricted information shall mean data containing banking and
commercial secrecy, insider, confidential information owned by the Bank
or being the subject matter of the Bank’s professional, production,
commercial and/or other interests of the Bank, information concerning
financial monitoring carried out by the Bank as well as personal data in
relation to which the Bank acts as a holder, controller or third party in
accordance with the provisions of the Law of Ukraine ‘On personal data
protection’. The list of Restricted information and the procedure for
determining the same shall be given in regulatory document of the Bank
‘Regulation on classification of information and measures ensuring
protection of restricted information’.

Information security incident shall mean occurrence of one or more
uncontrolled or unforeseen IS events, which are likely to compromise
banking activity processes and create IS threats.

Commercial secrecy shall mean information having secrecy to the
extent that it is, in whole or in a certain form and in the entirety of its
constituent elements is not known and easily accessible for the persons
usually dealing with such kind of information it belongs to and in this
context it has commercial value and was the subject matter of measures
to maintain its secrecy taken by the person controlling such information
on legal grounds. Commercial secrecy may include data of technical,
organizational, commercial, production and other nature except for those
which may not be referred to commercial secrecy (Civil Code of Ukraine).

Confidential information shall mean any information about a physical
person and information with access restricted by a physical person or
legal entity except for persons with authoritative powers. Confidential
information may be disclosed if so desired (agreed) by the relevant
person in a manner and under the conditions prescribed and in other
cases stipulated by Law (Law of Ukraine ‘On information”),

Confidentiality shall mean the particular feature of information; it means
that information may not be obtained by an authorized user and/or
process.

Information security rules shall mean orders, instructions, regulations,
requirements, recommendations concerning information  security
contained in the standards of Ukraine, international standards ISO/IEC
27000, payment system standards, national documents of other counties,
international scientific and research organizations and professional
unions.

Personal data shall mean the data or the pool of data about the physical
person identified or identifiable (Law of Ukraine ‘On personal data
protection’). Confidential information about the physical entity shall
include, in particular, nationality, education, marital status, religious
beliefs, health condition and place of birth (Law of Ukraine ‘On
information”).

Bank’s automation system shall mean the system of information
technologies dealing with banking activity automation (for example,
Bank'’s operating day, Client-Bank systems, etc.).

Observability shall mean the feature of the information processing
system allowing to record activity of the users and processes, use of
passive objects and to expressly determine identifiers of users and
processes involved in certain events in order to avoid violation of the
security policy and/or to ensure responsibility for certain actions.

Stenography shall mean the concealed writing when the notice is coded
in such a way that it does not look like a notice.

Third party shall mean a physical person, legal entity, organization,
governmental authority etc. not associated with the Bank or persons in
business relations with the Bank resulting from banking activities.



http://uk.wikipedia.org/wiki/%D0%A2%D0%B0%D0%B9%D0%BD%D0%BE%D0%BF%D0%B8%D1%81
http://uk.wikipedia.org/wiki/%D0%A2%D0%B0%D0%B9%D0%BD%D0%BE%D0%BF%D0%B8%D1%81

LinicHicTb iHdropmauii — BnacTusicTb iHhopmallii, ika nonsirae B Tomy,
wo iHcdopmadis He moxe Oyt MoaudikoBaHa HEABTOPM30BAHUM
KopuCTyBayeMm i/abo npoLecom.

LlinicHicTb cuctemMn — BNacTuBIiCTb CUCTEMM, SIKa NONSrae B TOMY, LU0
XOZeH i KOMMOHEHT He Moxe 6yTu ycyHeHwit, MoaudikoBaHuii abo
[OaHWIA 3 NOPYLUEHHSIM MONITUKN Be3neku.

4.1.5.1. Bumorwu iHdopmaLliiiHoi 6e3neku

4.1.5.1.1. Joctyn 30BHILLHIN CTOPOHI [0 iHDOPMALiAHMX PECYpCiB Ta
npumileHb BaHky, oe Ui pecypcu po3MILLEHO, HaLaeTbCa BUKITIOYHO 3
[03BOnY i B iHTepecax baHky y 38'a3Ky 3i 34iNCHEHHAM HUM GaHKIBCbKOI
JiSiNbHOCTI.

4.1.5.1.2. 3arancHoto MigcTaBok ANs HagaHHsa gocTyny € [orosip npo
HafaHHs NOCnyr, yKnageHU Mixk baHkom Ta 30BHILLHLOK CTOPOHOIO.
4.1.5.1.3. Y Bunagky, KO B NpoLeci NiaroToski abo BUKOHAHHS YMOB
[oroBopy nNpo HagaHHs NOCnyr, 30BHILLHS CTOPOHA OTPUMYE MOXIUBICTb
poctyny po 130[ Ta iHdopmaLiHux pecypcis BaHky, 30BHiLLHS CTOPOHa
3000B's13aHa JOTPUMYBATUCL B X0gi CniBpobiTHULTBA 3 BaHkom BUMOT
OO KOHIAEHUiMHOCTI Ta iHpopmaLliHoi 6e3neku.

4.1.5.1.3.1. 30608B'3aHHS1 30BHILIHBOI CTOPOHM LLOAO AOTPUMAHHS B
xofi cniBpobiTHMUTBa 3 BaHkoM BUMOr LWOAO  KOHIAEHLIMHOCTI Ta
iH(hopmaLjinHoT 6e3nekn ikcyrTbCA WNSXOM YknaaeHHst [lorosopy.
4.1.5.1.3.2. Bumoru iHchopmaLiinHoi 6e3nekm woao 30BHiLLHBOI CTOPOHM
BM3HAYAIOTLCS  PEryNATUBHAMM  JOKYMeHTaMu GaHky (nomiTukamu,
MOMOXEHHAMM, PErNaMeHTamMm, IHCTPYKLisIMM, Nopsigkamy TOLO) LLoAo
3abesneyeHHs iHcopmayinHoi  6e3nekn | BkntovaloTb  (ane  He
0BMeKyumCh):

>  Bu3HaueHHs 130/, wo € npegmetom [orosopy;

> UiHHiCTb Ana baHKy Ta KOHiAEHLINHICTb 3anyyeHoi iHopmaLli;

> BignosiganbHicTb Ta [ji 30BHILLHLOI CTOPOHM WOAO 3anobiraHHs
HeCaHKLjoHOBaHOMY po3ronoLueHHio 130[;

» NpaBO BMAcHOCTI Ha iHgopmaLilo y TOMy uuchi,
iHTEneKTyanbHoi BNacHOCTi;

>  [03BOIEHI CMocoby BMKOPUCTaHHS 30BHilLHLOW CcTOpoHOK 1301
BaHky;

> mpoueaypy CroBiLLEHHs Ta 3BiTyBaHHS W00 haKTiB PO3rONOLLEHHS
abo nopyLueHHs koHdigeHuinHocTi 1301 Baky.

> nepenik iHpopmaLliiHux pecypcis baHky, 40 AKX HaAaeTbCs JOCTYN
30BHILLHil CTOPOHI;

» cnoci0 Ta TepMiH HagaHHs AocTyny 3OBHILUHIA CTOPOHI [0
iHthopMaLinHux pecypcis baHky;

» cnocib igeHTudikauii  cniBpoBITHMKIB  30BHILLHLOI  CTOPOHM,
3anyueHnx Kopuctyauem (30BHIiWHbO cTOpoHow) Ocib, a Takox
nopsgoK CaHKLiOHyBaHHS, BepudikaLli, nepernsgy Ta ckacyBaHHs npas
JocTyny o iHopMaLinHux pecypcis baxky;

> iHUMaeHTK 1B, Wwo MoxyTb MaTh Miclle, Ta NOPSAOK pearyBaHHS Ha
iHUMAEHTM;

> 3axogn 6Oesnekn, ski matoTb OyTM 3aCTOCOBaHi  30BHILLHLOK
CTOPOHOIO 1191 3aXMCTY iH(hopMaLiiHX pecypciB BaHky.

» 3axogu Oesneku, sk MawTb 6yTM 3acTocoBaHi  30BHILLHBOM0
CTOPOHOI A1 3aXMCTYy BRACHMX iHCHOPMALIMHUX pecypciB 3 METOH
YHEMOXIMBIEHHS LWKOAM iH(OpMaLLiiHnM pecypcam Batky.

4.1.5.1.4."Y Bunagkax, KO nocnyrin 30BHILUHBOI CTOPOHK:

> HajalTbCa Ha yMoBax ayTcTadiHry;

» nepenbavaloTb  CTBOPEHHS  OKpemux poboumx  micup  abo
MPUCYTHICTb NPefCTaBHMKIB 30BHILLHBOI CTOPOHM Ha TepuTopii baHky;

> HajaHHs npeacTaBHMKAM  3O0BHILIHBOI  CTOPOHW  BigganeHoro
BOCTYNy [0 pecypcis, PO3MILLEHNX B iH(OpMaLinHin mepexi baHky, 8o
MOMEHTY (PaKTWYHOrO HapaHHa [ocTyny 3O0BHILLHIA  CTOPOHI [0
iH(bopmaLjiHux pecypciB BaHKy noBWHHI ByTW BKOHAHI Taki yMOBM:

» nignucaHHs 3anydeHolo KopuctysaueM (30BHILLIHBO0 CTOPOHO)
Ocoboto OcobucTnx 30008 's3aHb;

»  HapaHHst 30BHILHBOI CTOPOHO KIOMoTaHHS (y hopMmi ogiLjinHoro
nucta) Wwopo 3abesneyeHHs ii NpeacTaBHUKaM BigganeHoro JocTyny Ao
iHpopmavinHux pecypcis banky abo opranisauii pobounx Mmicub Ta
HaZaHHa JoCTyny [0 cnyx60BMX npumilieHb BaHky Ta nigTBepaKeHHS
AOTPUMaHHS NpaBun iHhopMaLinHoi De3nekn Ha KOMM'loTepaXx, 3 AKUX ii
MPEACTaBHUKM MigKIYATUMYTbCS A0 iHPOpMALLiiHNX pecypcis BaHKy.

npaBo

Information integrity shall mean a feature of information implying that
information may not be modified by an authorized user and/or process.

System integrity shall mean a feature of the system implying that neither
component may be removed, modified or added in violation of the security
policy.

4.1.5.1. Information security requirements

4.1.5.1.1. The External party shall be provided access to information
resources and premises of the Bank, where such resources are placed,
only with permission from and in the interests of the Bank in connection
with banking activities.

4.1.5.1.2. The general ground for access shall be the Service agreement
concluded between the Bank and the External party.

4.1.5.1.3. If during preparation or fulfillment of the terms and conditions
of the Service agreement the External party gains the opportunity to
access Restricted information and information resources of the Bank, the
External party shall be obliged to meet the confidentiality and information
security requirements during cooperation with the Bank.

4.1.5.1.3.1. The External party’s obligations to meet the confidentiality
and information security requirements during cooperation with the Bank
shall be recorded in the Agreement.

4.1.5.1.3.2. Information security requirements in relation to the External
party shall be determined by the regulatory documents of the Bank
(policies, regulations, rules, instructions, procedures, etc.) related to
information security, including (but not limited by):

» determination of Restricted information being the subject matter of
the Agreement;

» value for the Bank and confidentiality of information involved;

> responsibility and actions of the External party to avoid unauthorized
disclosure of Restricted information;

> property right to information including intellectual property right;

»  permitted uses of Restricted information of the Bank by the External
party;

» procedure of notification and reporting in relation to events of
disclosure or violation of confidentiality of Restricted information of the
Bank.

> list of information resources of the Bank to which the External party
receives access;

» mode and the term of access to information resources of the Bank
granted to the External party;

» method of identification of the employees of the External party,
Persons involved by the User (External party) and the procedure of
authorization, verification, review and cancellation of the rights of access
to information resources of the Bank;

»  ISincidents, which may occur, and the incident response procedure;
> security measures to be applied by the External party to protect
information resources of the Bank.

> security measures applicable by the External party to protect own
information resources in order to make it impossible to cause damage to
information resources of the Bank.

4.1.5.1.4. In cases when the External party services:

»  are provided on an outstaffing basis;

» stipulate creation of separate working places or presence of the
External party’s representatives in the Bank;

» grant remote access to the External party’s representatives to the
resources placed in the information network of the Bank till the actual
access is granted to the External party to information resources of the
Bank the following conditions shall be met:

»  signing Personal commitments by the Person involved by the User
(External party);

> submission of an application (in a form of official letter) for remote
access to its representatives to information resources of the Bank or
arrangement of working places and access to office premises of the Bank
and confirmation of observance of the information security rules when
working on the computers connected by its representatives to the
information resources of the Bank.




4.1.5.1.5. MNpencraBHKkM 30BHiLLHLOI cTOpoHN 30BOB’A3AHI:
415151, 3Hatn Ta BukoHyBaTW BumorM IB, WO iX cTOCYylOTBCS,
BMU3HayeHi [loroBopoM, Yy TOMY u4MCMi Ha KOMM'loTEpax, 3 SAKuX
BiabyBaeTLCA NiAKITIOYEHHS A0 iHGhOpMaLIinHUX pecypciB HaHky.
4.1.5.1.5.2. 3HaTi Ta BUKOHYBaTW BUMOTU LLOA0 3abe3neyeHHs pexumy
koH(igeHuinHocTi 1300  Bawky, BusHaueHi  [orosopom. He
posronowysatu [30[ (y TomMy umcri BiZoOMOCTi, O MICTATb HaHKiBCbKy
TAaEMHULIO, KOMEPLiHY TAEMHWLO, KOHGDIAEHUiIMHY Ta iHCangepChbky
iH(hopmaLlito, nepcoHanbHi faHi knieHTiB Ta cniBpobiTHMKiB BaHky),
BflaCHWKOM skoi € baHk abo siki € npeamMeToM NpodeciitHoro, Ainoeoro,
BMPODHMYOro, KOMEPLIMHOMO Ta iHWMX iHTepeciB baHky, ska Oyna
[0BeJeHa NpeaCTaBHUKY Yy BCTaHOBNEHOMY BaHkom nopsaky abo cTana
BiJOMa Yy 3B’3Ky 3 BUKOHAHHSIM NpeCTaBHUKOM NOro 060B’sI3KiB.
415.1.5.3. He ponyckat HecaHKuioHoBaHoro goctyny gao 130
HeynoBHOBaeHuX ocib 3 umcna 3anyyeHux Kopuctysadem (30BHILLHBO
ctopoHot) Ocib, a Takox TpeTix oci® BHacnifok HesabesneyeHHs
HanexHux 3axogis 30epiraHHs/pexuMy 30epiraHHs 130, HEBXMTTS
iHWwMX 3axogiB obmexeHHs goctyny oo I130[, aki KopuctyBay noBuHeH
BXUTW 3 METOH BUKOHaHHS YMOB [JoroBopy.

41.51.54. CoeyacHo Ta y MOBHOMY 06CA3i BWKOHYBaTH 3axomu,
BM3HayeHi baHkom, oo 3anobiraHHs HeCaHKLiOHOBAHOMO JOCTYNY [0
[30f, 6e3neyHoro BMKOPWUCTAHHA Ta 30epexeHHs iHopMaLifHNX
pecypciB baHky, ski Oynu HagaHi 3O0BHilLHii CTOPOHI y 3B'A3Ky 3
BUKOHaHHAM [Jorosopy.

41.5.1.5.5. Mig yac nepebyBaHHs Ha TepuTopii BaHKy BWKOHyBaTu
[JoBefeHi 10 NpeAcTaBHUKa 30BHILLHBOI CTOPOHM NpaBuna BHYTPILLUHBOrO
po3nopsaky Ta pexumy Besneku banky.

4.1.5.1.5.6. 3HaTn nepenik iHopmaLiiHX pecypciB baHky, g0 skux
MPeAcTaBHMKY 30BHILIHBOI CTOPOHW HAOAETbCA [OCTYN, a TaKox
[03BOMNEHi METOAM Ta pernaMeHT AOCTYMY, BKIKOYaoUN TEPMiHW novaTky
HaJaHHs Ta NPUNUHEHHS AOCTYY.

41.5.1.5.7. 3HaT1 Ta BUKOHyBaTX BMMOrM BaHky wofo gossony abo
3ab0OpoHN 3AiCHEHHS 30BHILLHBOI0 CTOPOHOK MPOLECIB YNpaBMiHHS
3MiHamMu iHopmaLliiHnX pecypciB baHky (OHOBMEHHSI MPOrpamMHoOro Ta
anapaTtHoro 3abesneyeHHs, 3MmiHa KOHdpirypauii 3acobiB  06pobku
iHGhopMmaLii TOLLO) Ta KepyBaHHS BPa3nNMBOCTAMM (Y TOMY YKCHi, BUMOTH
LLOA0 3MINCHEHHS NPOLIECY CkaHyBaHHS pecypcis iHopMaLiiHoT Mepexi,
NiaTPUMKa SKUX 3QIACHIOETHC HA YMOBAX ayTCOPCWHIY), a TaKoX
MOpSidOK BWKOHAHHS TakWX [, WO CTOCYKTbCA MPeACcTaBHUKA
30BHILLHBOT CTOPOHY (y BUNaZKy HAsiBHOCTI BIBNOBIAHOMO LO3BOMY).
4.1.5.1.5.8. BukoHyBatn BuMOrK baHky, siki CTOCYIOTbCS NpeacTaBHUKIB
30BHILLHBOT CTOPOHW, CTOCOBHO iAeHTUAiIKaLLT Ta aBTeHTUiKaLi nig yac
3MICHEHH  noriyHoro  JocTyny A0  iHpopMauiiHoi  Mepexi Ta
iH(bopmaLinHux cuctem BaHKy (30kpema BUMOTM LLOAO 3aCTOCYBaHHS
YHiKanbHWX igeHTMikaTopiB Ta naponis Joctyny).

4.1.5.1.5.9. Mo 3aKiH4YeHHI0 BUKOHaHHS pobiT, 06ymoBneHux [loroBopom
npo HagaHHs nocnyr, nosepHyTW baHky Bci Hocii 130/, wwo e BnacHicTio
abo 3HaxogaTbes y po3nopsimkeHHi banky i 6ynu HagaHi npeacTaBHUKY
y 3B'A3KY 3 BMKOHAHHSIM NPEeACTaBHUKOM 110ro 060B’A3kiB abo hakTu4HO
3HaX0AATbCS Y PO3MNOPSIKEHHI NPEACTABHMKA. SHULLMTY BCi KOMIT JaHNX
Ta JOKYMEHTIB, siki MicTaTb 130/, y cnocib, Wo rapaHTye HEMOXNMBICTb
BiQHOBNEHHS  LUiei  iHopmauii, sKwo Taki  Kkonii  TMUMYacoeo
BUKOPUCTOBYBAMNUCh Mif Yac BUKOHAHHS PoBIT.

4.1.5.1.5.10. 3Hatu cnocib, y SKUA MatoTb 34iNCHIOBATHCH KOMYHIKaLlii 3
baHkoM Yy BMNAAKy BWHWKHEHHs iHUMAeHTIB IB Ta Hag3BuUYalHUX
cuTyauin. HeraiHo iHchopmyBat baHK CTOCOBHO (haKTiB BMHUKHEHHS
iHumaeHTiB |b abo Haa3BMYalHMX CUTYaLiR, WO MalOTb BigHOLIEHHS A0
BUKOHaHHS pobiT, 06yMoBneHnx [JoroBopoM npo HagaHHs nocnyr.
4.1.5.1.6. MNpeacraBHukam 3oBHilHbLOi cTopoH 3SABOPOHAETLCA:
4.1.5.1.6.1. Posronowysatu 130[] (y ToMy 4ncni BiZOMOCTI, LIO MICTATb
OaHKIBCbKY TAEMHMLIO, KOMEPLiHY TaeMHULO, KOH(IgeHUiiHy Ta
iHCanaepcuKy iHhopmalLto, NepcoHarbHi AaHi KNiEHTiB Ta NpeACTaBHMKIB
BaHky), BnacHukom sikoi € baHk abo ki € npegmMeToM NpodeCinHoro,
[inoBoro, BMPOBHUYOTO, KOMEPLINHOTO Ta iHWWX iHTepeciB baHky, ska
Oyna poBefeHa NpefcTaBHUKY Y BCTaHOBNEHOMY baHkom nopsigky abo
cTana Bifoma y 38'A3Ky 3 BUKOHaHHSIM MPEACTaBHUKOM 10ro 060B's3KiB.

4.1.5.1.5. Representatives of the External party SHALL BE OBLIGED:
41.5.1.5.1. to know and fulfill IS requirements related thereto and
determined by the Agreement, including when working on the computers
connected to information resources of the Bank.

4.1.5.1.5.2. to know and fuffill the requirements to confidentiality regime
in relation to Restricted information of the Bank determined by the
Agreement; not to disclose Restricted information (including data
containing banking secrecy, commercial secrecy, confidential and insider
information, personal data of the clients and employees of the Bank)
owned by the Bank or which are the subject matter of the professional,
business, production, commercial and other interests of the Bank brought
to the representative’s knowledge as determined by the Bank or known
to the Bank due to performance of duties by its representative.
4.1.5.1.5.3. prevent unauthorized access to Restricted information by
unauthorized persons from among Persons involved by the User
(External party) and Third parties due to failure to take proper measures
for storage/storage regime in relation to Restricted information, failure to
take other measures in order to restrict access to Restricted information,
which the User should take to fulfill the terms and conditions of the
Agreement.

4.1.5.1.5.4. to take timely measures to the fullest extent set by the Bank
to avoid unauthorized access to Restricted information, secure use and
storage of information resources of the Bank granted to the External party
due to fulfillment of the Agreement.

4.1.5.1.5.5. to fulfill the internal code of conduct and security regime of
the Bank when being in the premises of the Bank it has been informed of.
4.1.5.1.5.6. to know the list of information resources of the Bank to which
the External party’s representative is granted access and also the
permitted methods and access rules including the start and termination
of access.

4.1.5.1.5.7. to know and fulfill the requirements of the Bank related to
access or prohibition to carry out the processes managing the changes in
the information resources of the Bank by the External party (hardware
and software update, change in the configuration of the information
processing equipment, etc.) and sensitivity (including requirements to
scanning of the information network resources supported on an
outsourcing basis) and the procedure of performance of such actions
related to the representative of the External party (in case of the relevant
permit).

4.1.5.1.5.8. to fulfill the requirements of the Bank related to the External
party’s representatives concerning identification and authentification
during logic access to the information network and information systems
of the Bank (in particular, requirements to unique identifiers and access
passwords used).

4.1.5.1.5.9. to return all media with Restricted information to the Bank
owned or disposed of by the Bank, upon termination of works stipulated
by the Service agreement, which have been given to the representative
due to fulfillment of his duties or are at the representative’s disposal; to
destruct all copies of data and documents with Restricted information in
a manner guaranteeing non-retrieval of such information if such copies
are temporarily used during works.

4.1.5.1.5.10. to know how to communicate with the Bank in case of IS
incidents or extraordinary events; to notify the Bank forthwith of the IS
incidents or extraordinary events related to works stipulated by the
Service agreement.

4.1.5.1.6. Representatives of the External party SHALL NOT BE
ALLOWED:

415.1.6.1. to disclose Restricted information (including data with
banking, commercial secrecy, confidential and insider information,
personal data of the clients and representatives of the Bank) owned by
the Bank or which are the subject matter of the professional, business,
production, commercial and other interests of the Bank brought to the
representative’s knowledge in a manner determined by the Bank or
known due to performance of his duties by the representative.




4.1.5.1.6.2. BukopuctoBysatu 130[] BaHky y BnacHux iHTepecax abo B
iHTepecax TpeTix ocib.

4.1.5.1.6.3. 3pincHioBaTM JOCTyN [0 iHhOPMALiHMX PecypeiB, a TaKoxX
BUPOBHMUMX NpuMilLeHb BaHky y cnocib, skuin He fo3BoneHo BaHkom
(Npw LOMY Crif KepyBaTUCh NPUHLMMOM, «Zii, SIKi He 403BONeH BaHkom,
BBaXatOTbCs 3a60POHEHNMNY).

4.1.5.1.6.4 BukopuctoByBaTM 3 METOW  3[iACHEHHs JocTyny [0
iHhopMaLiHUX pecypciB Ta BUPOOHMUMX NpuMilleHb BaHky Gyab-siki
nepcoHanbHi - atpubytv pgoctyny (ineHTuchikatopu, naponi, koam,
nepenycTkM TOLO), AKi HanexaTb iHLWii 0cobi, a TakoX HafaBaTh BIACHI
atpubyTn goctyny 6yab-kuM iHWKUM ocobam.

4.1.5.1.6.5. 3pilicHi0BaTM HECaHKLiOHOBaHe baHkoM BTpyyaHHs B poboTy
komn'toTepis, iHPOPMALLiiHNX CUCTEM, KOMM'IOTEPHUX MEPEX YK MEPEX
€neKTpo3B'asky baHky.

4.1.5.1.6.6. 3gilicHioBaTN HeCaHKLioHOBaHi baHkoM 3MiHY, 3HULLEHHS abo
OnokyBaHHs  iHcbopmayii, ska 06pobnieTbcs B KoMM'loTepax,
iH(bopMaLiHMX cuCTEMaX 4M KOMM'IOTEPHMX Mepexax BaHky abo
36epiraeTbCs Ha HOCiSX TaKoi iHpopmaLyii.

4.1.5.1.6.7. 3piicHIOBaTM HecaHKLUioHOBaHI baHkom fii, cnpsiMoBaHi Ha
oTpumanHs 30l BaHky, y TOMy uYuCRi LWNSXOM NepexonnieHHs abo
konitoBaHHs1  iHchopmauii, ska 0bpobnieTbcs B koMmm'toTepax,
iH(bopmaLiHUX  cucTeEMax, KOMM'OTepHUX Mepexax banky abo
30epiraeTbcs Ha HOCiAX Takoi iHhopmaLii (3okpema 3acobamu TEXHIYHOI

pO3BiAKM, LASXOM oTorpadyBaHH AOKYMEHTIB Ta NPUCTPOIB
BinobpaxeHHs  iHopmaLlii, LUMAXOM  3aCTOCYBaHHS  MPUCTPOIB
aygiosanucy ToLLo).

3pifcHIOBaTM HecaHKLioHoBaHi baHkom fji, CnpsiMOBaHi Ha OTPUMaHHS!
iHchopmaLlii oo Tononorii KOMM'IOTEPHUX MEPEX, @ TAKOX KOHCirypaLlii,
napameTpis, ideHTUIKaTOpiB JOCTYNy MEpPEXeBWX pecypciB  Ta
npUCTPOIB BaHKy, y TOMY YMCRIi i3 3aCTOCYBaHHAM MEPEKEBMUX CKaHEPIB.
4151.6.8. TlopywysaT npaBuna ekcnnyatauii komn'loTepis,
iH(hopMaLitH1X CUCTEM, KOMM'IOTEPHUX MEPEX Y MEPEX ENEKTPO3B'A3KY
Banky abo nopsgky uM npaBun 3axucTy iHopmauii, sika B HMX
06pobneTbes.

415.1.69. HaBmnucHo abo HEHaBMWCHO pO3MOBCIOOXYBaTM B
cepenosuwi baHky wkignusi nporpamHi 3acobu, 3actocosysat (y Tomy
4nCni NPUXOBAHO) TEXHIYHI 3aCObM, NPU3HAYEHi ANs HECAHKLOHOBAHOrO
BTPy4YaHHs B  poboty  komm'toTepiB,  iH(pOpMaLiiHUX  CuUCTeM,
KOMM'IOTEPHUX MEPEX YU MEpexX enekTpo3s'sasky BbaHky, y Tomy uucni
KOMITIOTEPHI BipyCW Ta NporpamHi 3aknagki (LMMUryHCbKe MporpamHe
3abesneyeHHs).

4.1.5.1.6.10. HextyBaTu npasunamu iHhopmaLliiHoi 6e3neku, ski MoXyTb
NpU3BECTU [0 YPaXKeHHs KOMM'toTepiB  3O0BHILLHLOI CTOPOHU,  SKi
B3aEMOLitoTb 3 BaHkoM, KOMMIOTEpHUMM Bipycamu Ta LUKIAMMBUMA
nporpamMHUMK 3acobamit i, TakKUM YWHOM, BMIMHYTM Ha iHGhopMaLliiHy
Besneky baHky.

4.1.5.1.6.11. MepenasaTtv y Mepexax 38’A3Ky Ta nepegadi AaHuX, LWO He
KOHTpONIt0TbCH BaHkom (y TOMy 4ucni i3 3aCTOCyBaHHAM CepBICiB
Internet, enekTpoHHOI nowTK, MuUTTEBMX noBigomneHb), 1301 BaHky,
FKWO Ha ue baHkOM He HajaHO CaHKLil, a caMo MOBIOOMIIEHHS He
3alWndpoBaHo  kpunTorpadiiyHMMKM 3acobamu BiMoBiAHO 4O BUMOT
Banky.

41.5.1.6.12. Axwo 3oBHilHI CTOPOHI HajaHi 3acobu 3B'Asky abo
nepegadyi faHux (y Tomy uucni cepsicu Internet, enekTpoHHOI nowTw,
MWTTEBMX NOBIBOMITIEHb TOLLO), LLIO BMKOPUCTOBYKOTHCA Bif iMeHi BaHky 3
MeTOK nepedadi iHopmaLii 3a ioro mexi, SABOPOHAETLCA:

> BUKOPUCTOBYBATU BULLE3a3HaueHi 3acobu 3 METOH, LLO CynepeymTb
iHTepecam baHKy, BMMOram 3akoHoAaBCTBa YKpaiHW, MiXHapOLHUM
3aKOHOAABYMM aKTaM, siki paTU(ikoBaHO YKpaiHO, a Takox 3 MeToK
3anopisiHHs LKOAW iHWWM ocobam y Hacnigok MopyLUeHHst iX npas,
PenirinHMX, eTHIYHKMX, NONITUYHMX NEPEKOHAHb TOLLO;

> BUKOPUCTOBYBATW 3acobu, WO NiAMIHSAIOTL abo MacKyloTb MEpPEXEBY
agpecy komm'iotepa kopuctyaya (IP- ta MAC agpecy), nowTosy
afpecy, a Takox iM's (igeHTudikaTop 4OCTyny) KOpUCTyBaYa, Mig SKuM
Oro  3apeecTpoBaHO Yy  KOMM'KOTEpPHIA  Mepexi  bBaHky  (T.3B.
aHoHIMan3epw);

4.1.5.1.6.2. to use Restricted information of the Bank in own interests or
in the interests of Third parties.

4.1.5.1.6.3. to access information resources and production premises of
the Bank in manner not permitted by the Bank (in this case all actions not
permitted by the Bank shall be treated as prohibited).

4.1.5.1.6.4. to use any personal access attributes (identifiers, passwords,
codes, ID cards, etc.) owned by the other person and to give own
attributes to any other persons to access information resources and
production premises of the Bank.

4.1.5.1.6.5. to interfere with the operation of the computers, information
systems, computer networks or other telecommunication systems of the
Bank without the Bank’s permit.

4.1.5.1.6.6. to introduce changes, destruct or block information processes
using the computers, information systems or computer networks of the
Bank or stored on information media without the Bank’s permit.

41.5.1.6.7. to carry out actions without the Bank’s permit to obtain
Restricted information of the Bank including by way of interception or
coping information processed on the computers, information systems,
computer networks of the Bank or stored on information media (in
particular, using technical inteligence means, taking photos of
documents and information presentation devices, using audiorecording
devices, etc.).

to perform actions not permitted by the Bank in order to obtain information
concerning topology of computer networks and configuration,
parameters, access identifiers to network resources and devices of the
Bank, including with use of network scanners.

4.1.5.1.6.8. to violate the rules of operation of the computers, information
systems, computer or telecommunication networks of the Bank or
procedure or rules for protection of information processed using the
same.

4.1.5.1.6.9. to disseminate, willfully or unintentionally, malicious software
in the Bank, to use technical equipment (including secretly) aimed at
unauthorized interference with functioning of computers, information
systems, computer or telecommunication networks of the Bank including
computer viruses and implant tools (spyware).

4.1.5.1.6.10. to neglect information security rules, which may result in
infection of the External party’s computers interacting with the Bank,
computer viruses and malicious software and thus to affect information
security of the Bank.

4.1.5.1.6.11. To transmit Restricted information in communication and
data transmission networks that are not controlled by the Bank (including
using Internet, e-mail, instant messages), unless sanctioned by the Bank
and the message itself is not encrypted by cryptographic means in
accordance with requirements of the Bank.

4.1.5.1.6.12. If the External Party is provided with communication or data
transmission tools (including Internet, e-mail, instant messaging, etc.)
used on behalf of the Bank for the purpose of transmitting information
outside the Bank, it is PROHIBITED:

» 1o use the abovementioned tools for the purpose contradicting the
interests of the Bank, the requirements of the legislation of Ukraine,
international legal acts ratified by Ukraine, as well as for the purpose of
causing damage to other persons as a result of violation of their rights,
religious, ethnic, political beliefs, etc.;

> use tools that substitute for or mask the network address of the user's
computer (IP and MAC address), the mailing address, as well as the
name (access identifier) of the user under which he is registered on the
Bank's computer network (so-called anonymizers);




» He HafaBaTu JocTyn 4o 3acobiB Internet Ta enekTpoHHOI MoWTK i3
3aCTOCYBaHHAM BMAcHOrO ifeHTudikatopa LOCTyny Ta Maponst iHWmM
ocobam, y TOMy YiCHi LWISIXOM CTBOPEHHS CinbHuX (shared) pecypcis;
> He BWKOpWUCTOBYyBaTW 3acobu Internet Ta enekTpoHHOI nowTn 3
KOMepLiNHUMU LLiNSMKM, 3 METOK PEKNamu, aritawii TOLLO, y TOMy Yuchi He
cTBOproBaT 3acobu nybnikayii B Internet (FTP, WWW-cTopiHky,
€neKTPOHi [OWKM 00'siB), SKWO Le He NOB'A3aHO 3 BUPOGHWNYOH
JianbHICTIO baHky;

> He poscunati MOLUTOBI NOBIAOMAEHHS Oyab-AKoro po3mipy abo
3MICTY, OTPUMaHHS AKX He CaHKLiOHOBaHO agpecaTamu (spam), y Tomy
4nCni peknamHmnX Ta iHhopmaLiiHuX 06'SB Ha BENWKY KiNbKiCTb aapec;
» He BUMKOpUCTOBYBaTU 3acobu Internet ans OTpUMaHHA NPOrpamMHoro
3abe3neyeHHs Ta AaHuX 3 HEHaLiiHWUX [Kepen, a TakoX Yy Crocib, wo
nopyllye aBTOPCbke MpaBO Ta  TNiLEH3iMHi  yMOBM  WOAO  iX
PO3MOBCIOMKEHHS;

> He BWUKOPUCTOBYBATW KpunTorpaciiuHi MeToaM ANs MpUXOBYBaHHS
3MICTYy NOBIJOMINEHD, L0 NepeaatoTbes, Ta METOAN cTeraHorpadii Ans
MPUXOBYBAHHS CaMoro (hakTy nepegadi, SKIWO Ui Aii He CaHKLiOHOBaHO
BaHkom;

» nig Yac poboTu B cepenoBuLli Internet He BUKOPUCTOBYBATU TEXHIYHI
3acobu, npusHaveHi ans 30opy Ta nepegavi megia iHdopmauii (WEB-
kamepw, MIKpoOHM TOLLO), SIKLLO Taki Aii He CaHKLiOHOBaHO BaHkoM.
4.1.5.1.7. NpaBa npeacTaBHUKA 30BHiLIHBLOI CTOPOHM

MpencTaBHUK 30BHILUHBOI CTOPOHM, SIKOMO 3asTy4eHO A0 BUKOHAHHS pOBiT
Ha nigcTasi [loroeopie Npo HagaHHs nocnyr, yknageHux Mix baHkom Ta
30BHILLIHBO CTOPOHOLO, Ma€e Npaso:

» 6yTn 03HanomneHum 3 Bumoramu |b, BU3HaueHi [loroBopom, Lo 10ro
CTOCYHOTBCS;

» OyTn o3HamomneHnM 3 Bumoramu [loroopy, B YacTWHi, WO MOro
CTOCYIOThCS;

» 6yTn osHailomneHuMm 3 Bumoramu |B, mpaBunamu BHYTPILHLOMO
po3nopsaky Ta pexumy 6esneku BaHky B YaCTWHI, L0 OTO CTOCYHOTLCA,
a TaKoX 3i 3MICTOM LX IHCTPYKTUBHUX MaTepianis;

» OyTu O3HAOMNEHUM 3 NepenikoM, MEeToZaMu Ta perfiaMeHToM
Joctyny go iHcopMmaLiiHux pecypciB baHKy, A0 SIKMX NpeacTaBHUKY
30BHILLHBOT CTOPOHM HAAAETLCSA JOCTYN;

> OTpUMaTM BIOOMOCTI LWOAO MOPSAOKY 3MIMNCHEHHS KOMYHikaujin 3
BaHkoM Yy BuMMagKy BWHUKHEHHS iHUMAEHTB |B Ta HagsBuyanHUX
cuTyauin.

» notto share access to Internet and e-mail tools using their own access
ID and password to others, including through the creation of shared
resources;

> not to use the Internet and e-mail tools for commercial purposes, for
advertising, propaganda, etc., including not to create Internet publishing
tools (FTP, WWW pages, electronic bulletin boards), unless it is related
to production activities of the Bank;

» not send mail messages of any size or content which receipt is not
authorized by recipients (spam), including commercial and informational
advertisements to a large number of addresses;

> not to use the Internet tools to obtain software and data from
unreliable sources, and in a way that violates copyright and license terms
for their distribution;

» notto use cryptographic methods to conceal the content of transmitted
messages and steganography methods to conceal the very fact of
transmission unless these actions are authorized by the Bank;

» while using the Internet, do not use technical means intended for the
collection and transmission of media information (webcams,
microphones, etc.), unless such actions are authorized by the Bank.

4.1.5.1.7. External Party Representative Rights

A representative of the External Party who is engaged in the performance
of works under the Service Agreements concluded between the Bank and
the External Party shall have the right to:

> to be familiar with the requirements of the IS set out in the
Agreements relating to him or her;

» to be familiar with the requirements of the Agreement, in so far as
they relate to him or her;

> to be familiar with the requirements of the IS, the internal rules and
security regime of the Bank in so far as they relate to him or her, as well
as with the content of these Guidance Materials;

» be familiar with the list, methods and rules of access to the Bank's
information resources to which the External Party representative is
granted access;

> to obtain information on the procedure for communication with the
Bank in the event of IS incidents of and emergencies.

5. BUKOPUCTAHHA KBANI®IKOBAHOI O ENIEKTPOHHOIO
NIANUCY

5. USE OF QUALIFIED ELECTRONIC SIGNATURE

TepMiHu Ta NOHATTS:

KEM - ypockoHaneHWn enekTPOHHWA MiLnuC, SKWA CTBOPIOETHCA 3
BUKOPUCTaHHAM 3acoly kBarnichikoBaHOr0 €neKTPOHHOro Mignucy |
BasyeTbcs Ha kBanichikoBaHOMY cepTUdikaTi BIKPUTOrO Krtova.

5.1. Wnsaxom nignucanHst CtopoHamm [JoroBopy, iHaMBIgyanbHa YacTuHa
SKOro MicTUTb YMOBW Npo BukopucTanHs KENM, CtopoHu fomoBunmes npo
HacTynHe:

5.1.1. Mpotarom gji [loroBopy akT NpuAMaHHs-nepegayi HagaHux
nocnyr/ToBapy, paxyHku-bakTypu, HaknagHuMX Ha  3HATTA 3
BigNOBifanbHOro  30epiraHHs, BUOATKOBMX HaKMagHWX, aKTiB  Npo
aHyInioBaHHS JOKYMEHTa,paxyHKI, akTh, No4aTKoBi HaknaaHi 3a poboTu,
nocnyrn abo ToBapu, nepepbaveHi [loroBopoMm, HapawThCs LN
CTOpOHi B €neKkTPOHHOMY BUMSAi, 3 HaknadaHHsM Ha AokymeHT KEM
ynoBHOBaXeHUX oci6 CTOpOHM, Ta BigNPaBNEHHAM  ENEKTPOHHMX
JOKYMEHTIB Yy CepefdoBuLyi nporpamMHoro 3abesneveHHss «BYACHO»
Talabo «ME[ok», 3a yMOBW, O BOHW CKNafeHi 3rigHO BUMOT
3akoHogaBCcTBa  MPO  ENEKTPOHHI  JOKYMEHTW,  ENEKTPOHHMIA
[OKYMEHTOOOI Ta eneKTPOHHMIA LdhpoBuiA nignuc.

5.1.2. Y pasi HeobxigHocTi, 3a3HayeHi y nyHkTi 5.1.1. 3aranbHux Ymos
JOKYMEHTU MOXYTb CKNajaTucb Ta HafaBaTWUChb iHWIW CTOpOHi Y
nanepoBiit )opMi 3 AOTPUMAHHAM BUMOT 3aKOHOAABCTBa.

5.1.3. NignucanHsm [orosopy CTOpOHW mOrogunmcs Ta B3aeMHO
Bu3Hanu, Wwo KEM mae Taky camy 1opuandHy cuny, Sk i BNacHOPYYHUi
nignuc, Ta Mae NPe3yMnLito Moro BigNOBIGHOCTI BMACHOPYYHOMY Mignucy,
33 YMOBW, LLONOPSAOK CKMadaHHs, MOTOMKEHHS Ta 3aTBEPOXEHHS
JOOKYMEHTIB  €NeKTPOHHMM  MignucoM  BIANOBigae  BUMOram

Terms and definitions:

QES is an advanced electronic signature that is created using a qualified
electronic signature tool and is based on a qualified public key certificate.
5.1. By signing the Agreement, the individual part of which contains the
conditions for the use of QES, the Parties have agreed as follows:

5.1.1. During the validity of the Agreement, the acts of acceptance-
transfer of services/goods, invoices, waybills for removal from
responsible storage, delivery notes, acts of withdrawal of documents,
bills, acts, tax invoices for the works, services or goods envisaged in the
Agreement shall be provided to the other Party electronically, with QES
of the authorized persons of the Party on the document, and sending
electronic documents in the software environment "TIMELY" and / or
"MEDOK", provided that they are made in accordance with the
requirements of the Legislation about electronic documents, electronic
document circulation and electronic digital signature.

5.1.2. If necessary, the documents referred to in clause 5.1.1. of the
General Conditions may be drawn up and submitted to the other Party in
hard copy in compliance with the requirements of the Legislation.

5.1.3. By signing the Agreement, the Parties agreed and mutually
acknowledged that QES has the same legal force as a handwritten
signature and has the presumption of its correspondence with a
handwritten signature, provided that the procedure for drafting, approving
and adopting documents by electronic signature meets the requirements
of the Legislation, including drafting and approval of paper documents.
5.1.4. Exchange of electronic documents between the Parties is carried
out in accordance with the requirements of the Legislation in the field of




3aKOHOAABCTBA,  30KPEMAnopsiaKy — CKMadaHHsl, MOTOMKEHHs Ta
3aTBEPKEHHS AOKYMEHTIB Y NanepoBOMy BUIMSAi.
51.4. OO6MH enekTPOHHUMM  [JOKymMeHTamum Mk  CTopoHamu

30INCHIOETBCA 3 ypaxyBaHHSM BuMMOr 3akoHogaBCTBa B cdepi
3anobiraHHs Ta NpoTuaii neranisavji (BigMMBaHHIO) [OXOAIB, O4epXaHMX
3MOYMHHUM LUMSXOM, Ta (hiHaHCYBaHHIO Tepopuamy, 3akoHy YkpaiHu
«Mpo enekTpoHHi JoBipyi nocnyrvy, 3akoHy YkpaiHn «[1po eneKkTpoHHi
[OKYMEHTM Ta eNTeKTPOHHNA JOKYMEHTOOBIr .

5.1.5. CTOPOHM JOMOBUANCA, LLO €NEKTPOHHI AOKYMEHTMW, BignpasneHi no
CUCTEMi €NeKTPOHHOro AoKyMeHToobiry, 3acsigyeHi KEM CtopoHwm,
MaloTb NOBHY HOPUAMYHY CUNY, NOPOAXKYIOTb MpaBa Ta 000B'A3KM ANS
CTopiH, MOXyTb ByTV NPeACTaBeHi 40 CYAY B SAKOCTI HAaNMeXHUX 4OKasiB
Ta BW3HAKOTLCS PIBHO3HAYHMMW [OKYMEHTaM, IO CKNagatoTbCs Ha
naneposoMy HocieBi. MMigTBepmIKeHHS nepeaadi JOKYMEHTIB N0 CUCTEMI
€IEKTPOHHOTO  JOKyMeHTOo0bIry  (BiANpaBneHHs, OTPUMAHHS, TOLLO)
BBAXAETbCA NEMTUMHAM NIATBEPIKEHHSM  (DAKTUYHOTO  MPUAOMY-
nepefayi Takux HBOKYMEHTIB yMOBHOBaxeHWMM ocobamm CTOpiH i He
BUMarae JOAATKOBOIO JOKa3yBaHHS.

5.1.6. Y Bunagky komnpomeTauii ocobucToro knwua mignucyBava,
ckacyBaHHS 4M  BMOKyBaHHS WOr0 CcepTudikata Kroya OCTaHHiM
3000B's13aHM HEBIAKNAAHO MOBILOMMTY NPO Lie OTPUMYyBaYa.

prevention and counteraction to the legalization (laundering) of proceeds
from crime and terrorist financing, the Law of Ukraine "On Electronic Trust
Services", the Law of Ukraine "On Electronic Documents and Electronic
Document Circulation”.

5.1.5. The Parties have agreed that electronic documents sent through
the electronic document circulation system certified by QES of the Party
have full legal force, create rights and obligations for the Parties, can be
presented in court as proper evidence and recognized as equivalent to
the documents, made on paper. Confirmation of the transmission of
documents through the electronic document circulation system (sending,
receiving, etc.) is considered to be a legitimate confirmation of the actual
receipt and transmission of such documents by the authorized persons of
the Parties and does not require additional proof.

5.1.6. In case of compromise of the personal key of the signer,
cancellation or blocking of his key certificate, the latter is obliged to
immediately inform the recipient thereof.

6. BANIOTHI SACTEPEXEHHA

6. CURRENCY WARNINGS

6.1.Mnatexi wWwono BuKOHaHHS CTopoHamu OoproBux 3060B’3aHb
MatoTb OyTu 3gincHeHi CTopoHamm y BantoTi BoproBux 3060B's3aHb B
nopsiaKy Ta Ha ymMoBax, BCTaHOBMEHX [JoroBopom.

6.2. lHwi nnatexi 3a [oroBopoM MiAnsAraloTb BUKOHAHHIO Yy BanioTi
YkpaiHu (rpuBHsIX), BUXO4sUM 3 BantoTHoro Kypcy HBY Ta/abo iHworo
norogxeHoro CTOpOHaMM Kypcy Ha AeHb BUKOHaHHS (cnnatu). CTopoHa
He 3000B'sI3aHa NpUIMaTK BUKOHaHHSI BOProBux 3000B’s13aHb B BarKOTI
iHWiIA, HiX BM3HauyeHa [oroeopom. BigmoBa CTOpOHW Bif MPUAHATTS
BUKOHAHHS BoproBux 3000B’d3aHb B BamntOTi iHLIN, HiX nepenbayeHo
[loroBopom, He MOXe PO3rnsaaTnCs sk CNpUsHHA 30iNbLUEHHIO 30UTKIB
yepes NpOCTPOYEHHS BUKOHAHHS 3060B'513aHb.

6.1. Debt payments by the Parties shall be made by the Parties in the
currency of the obligations in accordance with the terms and conditions
established by the Agreement.

6.2. Other payments under the Agreement are subject to execution in the
currency of Ukraine (hryvnia) based on the NBU exchange rate and/or
other exchange rate agreed by the Parties on the day of execution
(payment). The party is not obliged to accept debt obligations in a
currency other than that specified in the Agreement. A Party's refusal to
accept a debt obligation in a currency other than that specified in the
Agreement may not be regarded as contributing to an increase in losses
due to delay in fulfilment of obligations.

7. AOrOBIPHE CMUCAHHA

7. CONTRACTUAL WRITE-OFF

7.1. MNpaBo baHKy Ha poroBipHe CRMCaHHA KOWTIB 3 paXxyHKiB
KoHTpareHTa. Y BUnNaaKy HacTaHHs CTPOKy cnnatit KoHTpareHToM baHky
Boprosux 30608's3aHb, KOMICii, BiALLKOAYBaHHS BUTpaT abo iHLOT onnaTu
3a [loroBopom Ta/abo HacTaHHs CTPOKY BUMKOHAHHS iHWWMX 60proBux
3000B'A3aHb (K Aitounx 3060B'sA3aHb Tak i MaibyTHiX 3000B’A3aHb)
KoHTpareHTa nepep BaHkom 3a [oroBopom Ta/abo 6yab-skum iHWMM
[O0rOBOPOM, SIKWA yKnageHo Mix KoHTpareHTom Ta BaHkom (B Tomy ymcni
KpEeAUTHWAM JOTrOBOPOM, JOFOBOPOM CTPaXyBaHHs, iHLIMM JOrOBOPOM Mpo
HagaHHs BaHKIBCbKWX NOCMYT), @ TaKOX Y iHLUMX BUNaaKkax Ta B NOPsAKY,
wo nepenbaveHi [JoroBopom Ta/abo iHWMM AOroBopoM Mix CTopoHaMm
Ta/abo 3akoHogascTBoM, baHk HabyBae npaBo (ane He 3060B'A3aHUI), a
KoHTpareHT UMM Ges3anepeyHo Ta 6e3BigknuyHo gopydvae baHky
CaMOCTIHO CMMCYBaTM TPOLLOBI KOLITW B PO3Mipi, HeobXxigHOMY Ans
BUKOHaHHS Takux 6oproBux 3000B'A3aHb, @ TakOX CTpaxoee
BiALLKOYBaHHA 33 JOrOBOPOM CTpaxyBaHHs 3a skumu baHk BUCTynae
BurofoHabyeayem, 3 byap-akoro paxyHky KoHTpareHTa Ha BuGip BaHky,
Aki BigkpuTi Ta/abo O6ymyTb BigkpuTi KoHTpareHTom B baHky, Ta
HanpaBWUTX CTIMCaHi TaKUM YUHOM rPOLLOBI KOLLITW KOHTpareHTa B paxyHok
BUKOHaHHS oro Boproeux 30608’s3aHb neper baHkom.

7.2 [loroBipHe CnMCaHHA Yy BuNagKy, AKWO BasoTa paxyHKy He
BignoBigae BantoTi 60proBoro 3060B’A3aHHA. Y BUNaAKY BigCYTHOCTI
abo HepoctaTtHoCTi y KoHTpareHTa KOWTIB Ha paxyHky Yy Bankoi,
HeoOXxigHin Ana onnatm oro GoproBux 3000B’s3aHb, BaHk Mae
NPaBO3iACHUTA [OrOBipHE ChMCaHHS KOWTIB KoHTpareHTa y iHLUii
Ba/MlOTi Ta 3apaxyBaTh ChMCaHi TakUM YMHOM TPOLLOBI  KOLUTY
KoHTpareHTa B paxyHOK BMKOHaHHs 11oro Boprosux 3060B'3aHb nepes
BaHkom 3a Kypcom, y nopsgky Ta y cnocib, BCTaHOBMEHOro Y
BiANOBIZHOMY [1OrOBOpI, yknageHoro Mk CTopoHamu, Ha nigcTasi Skoro
BigkpuTO KOHTpareHTy paxyHoK y baHky.

7.3. HeBukopuctaHHa baHkOM MOro mpaBa Ha [AOTOBIPHE CMMCAHHS
kowTiB 3 paxyHkiB KoHTpareHTa He 3BinbHSE KoHTpareHTa Big
BiANOBiAANbLHOCTI 3a NopyLeHHst 6oproBux 30608's3aHb Ta Bif cnnaTy
HEYCTOWKM 3a Take NOpYLUEHHS.

7.1. Bank's right to contractually write off from Counterparty's
accounts. In the event of the maturity of debt obligations, commission,
reimbursement of expenses or other payment under the Agreement of the
Counterparty to the Bank and/or the maturity of other debt obligations
(both current and future obligations) of the Counterparty to the Bank
under the Agreement and/or any other agreement entered into between
the Counterparty and the Bank (including loan agreement, insurance
contract, other banking service contract), as well as in other cases and in
the manner provided by the Agreement and/or other agreement between
the Parties and/or the Legislation, the Bank acquires the right (but is not
obligated), and the Counterparty thereby indisputably and irrevocably
instructs the Bank to independently write off the monetary funds in the
amount necessary to fulfill such debt obligations, as well as insurance
indemnity under the insurance contract under which the Bank is the
beneficiary, from any Account of the Counterparty at the Bank's choice,
which are opened and/or will be opened by the Counterparty in the Bank,
and to send the written-off funds of the Counterparty towards fulfillment
of its debt obligations to the Bank.

7.2.Contractual write-off in case the currency of the account does
not correspond to the currency of the debt obligation. In case the
Counterparty does not have or lacks funds in the account in the currency
necessary to pay its debt obligations, the Bank has the right to
contractually write off the Counterparty's funds in another currency and to
deduct the Counterparty's funds written off towards the fulfillment of its
debt obligations to the Bank at the rate and in the manner established in
the relevant Agreement concluded between the Parties, under which a
Counterparty’s account is opened in the Bank.

7.3. Non-use by the Bank of its right to contractually write off funds from
the Counterparty’s accounts does not exempt the counterparty from
liability for violation of debt obligations and from paying a penalty for such
violation.




8. NOBIAOMIIEHHA

8. NOTICE

8.1. MosigomneHHs BaHky iHwii CTOpoHi, WO cTOCYEThCA KOHTpareHTiB
BaHky i He MICTUTb BIOMOCTEN, WO CTAHOBNSATb GAHKIBCHKY TAEMHULO
4N KOH(IAEHLiNHY iHchopmaLito KoHTpareHTa, Moxe ByTi HanpasneHo
BbaHkom KoHTpareHTy LWnsxoM PO3MILLEHHS Takoro MOBIBOMIEHHS Y
BingineHi banky Ta/abo Ha OdiuitHomy canTi BaHky, Ta/abo B Gyab-
AKOMY OQDILLIIHOMY [pYKOBAHOMY BWAAHHI, B SKOMY 3AINCHIOETLCS
odiLiiHe ONpUMIOAHEHHs] 3aKOHIB Ta iHWMX akTiB BepxoBHoi Pagu
Ykpaitm Ta/abo akTiB [lpesugeHta Ykpaihu, Ta/abo wnsxom
HanpaBneHHsl NOBIAOMIIEHb MO eNEKTPOHHIN nowwTi abo no dakcy.

8.2. KoHTpareHT 3000B'A3yeTbCA  CaMOCTIHO O3HAMOMMIOBATUCA 3
noBigomneHHsamu BaHky, ski iiomy Oyno HagicnaHo y nopsigky, Lo
BM3HAYEHO Yy NyHKTi 8.1. 3aranbHux YMOoB, ane He pigLue Hix OauH pas Ha
MicsLb.

8.3. IHWi noBigomneHHs, Wo Hanpaense ogHa CTOpoHa iHLiN 3rigHO 3
HoroBopom abo B xopi #oro BMKOHaHHA (Hagani — lMoBigoMneHHs),
MoBWHHI OyTM OchopMneHi B NMCbMOBI (hOpMi, YKPAIHCHKO MOBOH
aboyKpaiHCLKO 3 aHIMINCbKO MOBaMM OBHOYACHO, B 3ANEXHOCTI SiK-
oto/-umMmu MoB-oto/-amm Byno yknapgeHo [loroeip,i OyayTb BBaxaTucs
HanpaBIEHUMM HaNEXHUM YMHOM, SIKLLO BOHW BigMpaBneHi NOLUTOBUAM
3B'A3KOM (PEKOMEHJ0BAHUM NIUCTOM, NUCTOM 3 OFOMOLLEHOD LiHHICTIO 3
ONMWCOM BKMafeHHs abo iHWMM NMCTOM, AOCTaBKA SIKOTO Moxe OyTu
JOKYMEHTabHO MiATBEpAXeHa), 4OCTaBNeHi 0cobucTo oaHieto i3 CTopiH
iHWwin CTOPOHI YM Kyp'epCbkO [JOCTABKOW 3@ BKasaHMMM B [lOroBopi
appecamu/peksisutamnCTopiH [loroBopy, HanpaeneHi no gakcy, a Takox
3a  ponomorol  cuctemn  «KnieHT-BaHKk»/iHWOI  cucTemu,aKy
BUKOPUCTOBYIOTb CTOPOHM, SIKWO Taka MOXNIMBICTL nepeadaveHa
YMOBaMM OKPEMOT0 AOroBOpY Mix BaHkom Ta KoHTpareHTom.

8.3.1. Akwo y peksisnTtax KoHTpareHTa 3a3Ha4yeHo Aekinbka agpec, baHk
Hagcunae [oBiOOMMEHHS 32 aapecolo, sika 3HAUMTLCS Ha TepuTopi
YkpaiHu (3a BuUHsITKOM TepuTopii npoBeaeHHs OOC i TMMYacoBo
OKynoBaHOI TepuTopii).

8.4. MNosigpomneHHs opHiei CTOPOHW BBaXaeTbCA OAEPKaHUM iHLIOK
CTOPOHOIO B AiEHb, LU0 HAcTaHe paHilue:

- fiaTa BpYyYeHHs MoBigOMIIEHHS, 3a3HaYeHa K Taka B NOBILOMIIEHHI NPO
BPYYEHHS1 MOLITOBOMO  BiANPaBMiEHHS YM  HLWIOMY aHanoriyHoMy
JOKYMEHT, 3acBigueHomy BifbuTkom wremnens / wramna / nevatku Ta
nignucoM npauiBHWKa BiAAINEHHS MOWTOBOrO 3B'A3ky / Cryxbu
Kyp’epCbKOi JOCTaBKM;

- [ata NOBEPHEHHS BIAAINEHHAM NOLWTOBOrO 3B'AI3KY afpecaHTy
[NoBIZOMMEHHS 3 AOBIAKO BiAAINEHHS NOLWTOBOMO 3B'A3KY MPO MPUYMHM
MOBEPHEHHS], 3aCBifYEHOI0 BigOUTKOM WTemMnens / wramna / nevatkm 1a
nignMcoM npavuiBHuKa BiAAINEHHs NOLITOBOrO 3B'A3KY;

- npu poctasyi losigoMneHHs  ocobucto  npeactaBHUKOM [
cnipobiTHMKkoM CTOpOHM, fdaTa, L0 3a3Ha4YeHa Ha Komii Takoro
MoBigOMMEHHS NpEeLCTaBHUKOM / MPaLiBHUKOM afpecata (SKWO BiH €
OpMANYHOK 0cob0K) abo camum agpecaToM (AKIWO BiH € i3NYHOK
ocoboto/cisnyHo  0coboro-nignpuemMuem) Ta 3acsigyeHa BigOUTKOM
WwTemnens / wramna / neyatkn agpecata (SKWO BiH € HPUANYHOK
0coboto/(ianyHo  0cObO-NIANPUEMLEM, — SKa/AKUIA  BUKOPUCTOBYE
neyatky);

- fjaTa Bignpasku [oBigOMMeHHs 3a fonomoroto cuctemm «KnieHT-baHk»
/ iHWOT cucTemu, sky BukopucToBytoTb CTOPOHM, 3@ YMOBMH, LLO cucTeMa
niaTeepamMna yCniWHIiCTb Takoro BignpaBneHHs (BIACYTHICTb Byab-AK1X
MOMUITOK, CTaTyC «BigNpaBneHoy), SKio MoBiAOMIEHHs HanpaBneHe 3a
JIONOMOTOt0 TaKoi CUCTEMM;

- Aata HeBpYYeHHS MOBILOMIEHHS 3 OAHIET 3 HACTYMHWX NPUYMH: BIGMOBK
agpecata Big OAepkaHHs / 3akiHYeHHs TepMmiHy 30epiraHHs | 3a
3a3HayYeHo aapecolo He npoxueae / He nepebyBae / He 3MINCHIOE
BiSNbHICTb TOLWO, Ta 3a3HayYeHa SK Taka B NOBIGOMMEHHI NPO BPYYeHHS
MOLUTOBOTO  BiAANPABMEHHS YW  IHILIOMY aHaNOriYHOMYy [OKYMEHTI,
3acBigyYeHOMy BigbuTKOM LWTEMNENS / WTamna / nevaTku Ta Mignucom
npawiBHWKa BigAisIEHHS NOLUTOBOTO 3B'A3KY.

8.5. ToBigomneHHs, [focTaBneHi Tenerpadgom, N0 TeneTamny,
Tenedakcy, akcy, SKLO iHWe He JOMOBMEHO Mk CTOPOHaMK, HOCATb
nonepegHit xapaktep i MOBWHHI GyTW B MOAAnbLIOMY HanpaBneHi
BigNOBIAHO [0 BUMOT NyHKTY 8.4. 3aranbHux YMOB.

8.1. The Bank’s notice to the other Party, regarding the Bank's
Counterparties and does not contain information constituting banking
secrecy or confidential information of the counterparty, may be sent by
the Bank to the counterparty by posting a notice in the Bank’s branch
and/or on the Bank’s official website and/or in any official print media, in
which the laws and other acts of the Verkhovna Rada of Ukraine and/or
acts of the President of Ukraine are officially promulgated, and/or by
sending notices by e-mail or by fax.

8.2. The counterparty undertakes to independently familiarize itself with
the messages of the Bank that were sent to it in the manner specified in
clause 8.1. of the General Conditions, but at least once a month.

8.3. Other notices sent by one Party to another under the Agreement or
during its implementation (hereinafter referred to as the Notices) must be
made in writing, in Ukrainian or Ukrainian and English at the same time,
depending on the language(s) in which the agreement was concluded,
and will be considered to be sent properly if they are sent by post
(registered mail, letter of declared value with a list of enclosures, or
another letter, the delivery of which can be documented), delivered
personally by one of the Parties to the other Party or by courier delivery
to the addresses/details of the Parties to the Agreement specified in the
Agreement, sent by fax, as well as using the Client-Bank system/other
system used by the Parties, if this is possible under the terms of a
separate agreement between the Bank and the Counterparty.

8.3.1. If several addresses are indicated in the details of the Counterparty,
the Bank sends a Message to the address located in the territory of
Ukraine (except for the territory of the JFO and the temporarily occupied
territory).

8.4. A message from one Party is deemed received by the other Party on
the day that comes sooner than:

- the date of delivery of the Notice, indicated as such in the confirmation
of delivery of the postal item or other similar document, certified by the
postmark/stamp/seal and the signature of the employee of the post
office/courier service;

- the date of return of the Notice by the postal office to the addressee with
a certificate of the postal office on the reasons for the return, certified by
a postmark / stamp / seal and the signature of the employee of the post
office;

- upon delivery of the Notice personally by the representative / employee
of the Party, the date indicated on the copy of such Notice by the
representative / employee of the addressee (if it is a legal entity) or by the
addressee (if it is an individual / an individual entrepreneur) and certified
by the postmark / stamp / the seals of the addressee (if it is a legal entity
/ individual entrepreneur who uses the seal);

- the date of sending the Notice using the Client-Bank system / other
system used by the Parties, provided that the system has confirmed the
success of such sending (no errors, the status is “sent”) if the Notice was
sent using such a system;

- date of non-delivery of the Notice for one of the following reasons: the
recipient refused to receive / expiration of the storage period / the
recipient does not live/is not/ does not carry out activities, etc. at the
specified address, and indicated as such in the confirmation of delivery of
the mail or other similar document certified by the postmark / stamp / seal
and the signature of the employee of the post office.

8.5. Notices delivered by telegraph, teletype, fax, telefax, unless
otherwise agreed between the Parties, are preliminary in nature and
should be sent in accordance with the requirements of  clause 8.4. of
the General Conditions.




8.6. CTopoHmM 30060B’13aHi HEBIAKNAAHO MOBIOMIATM OAWH OAHOTO NPO
Oyob-Aki nogii, dakTh, ynyweHHs abo NOMWAKM, SKi € iICTOTHAMM ANS
BiJHOCVH MiX HUMW, Ta HEBIOKNagHO HafaBaTW BiAMoBiAb Ha Oyab-ski
3anuUTW, WO BOHW HAACWNATb OOHE OAHOMY CTOCOBHO TaKMX MOZiN,
akriB, ynyLieHb abo NOMMITOK.

8.7. Mpotsarom giifloroBopy koxHa CTopoHa 3000B'A3yeTbCS HEranHo
nosigomnsTv iHwy CTOpoHy Npo nosiBy chakTy abo obcTaBmHw, Lo cTanu
i BiZOMMMM, SIKi MOXYTb NpMBECTM A0 HeOOXigHOCTI 3MiHW YMOB
[orosopy, nopyleHHs abo 3miHM 3060B'A3aHb, 3asB abo rapaHTin
CropiH, BuKnageHux y florosopi.

8.6. The parties are obliged to immediately notify each other of any
events, facts, omissions or errors that are essential to the relationship
between them, and to provide an immediate response to any requests,
they send to each other regarding such events, facts, omissions or errors.
8.7. During the term of the Agreement, each Party undertakes to
immediately inform the other Party of the occurrence of a fact or
circumstance that has become known to it, which may lead to the need
to amend the terms of the Agreement, violation or change of the
obligations, representations or warranties of the Parties set forth in the
Agreement.

9. KOHOIAEHUIAHICTb. BAHKIBCbKA TAEMHULA

9. CONFIDENTIALITY. BANKING SECRECY

9.1. CtopoHn 3000B's3ytoTbcsi  30epiraTu B Mexax, BU3HAYEHWX
3akoHoLaBCTBOM, KOHADIAEHLIMHICTb CTOCOBHO 3MicTy [loroBopy, a Takox
Oyab-sKoi iHchopmaLi Ta BigoOMOCTEN, LU0 HaaarTbCA KOXHIN 3i CTOPIH y
3B'3Ky 3 BUKOHaHHAM [lorosopy.

9.2. BkasaHa BMMOra npo Hepo3ronoLLEeHHs KOHMIAEHLRHOT iHdopmaLii
MOLLMPIOETLCS Ha BCiX CniBpoBiTHUKIB CTOPIH Ta 3amy4eHnx HUMKU TPETIX
0cib, 3agisHnX npu BUKOHaHHI [JoroBopy.

9.3. Bmora npo Hepo3ronoLeHHs KoHDiaeHLiHOI iHbopmalLlii, BkasaHa
BULLE Ai€ NpOTSroM YCbOro CTPOKY Aii [loroBopy, a Takox NpoTsrom 5-
T HACTYMHWX POKIB 3 MOMEHTY NPUMUHEHHS MOTO Ail.

9.4. CTopoHu 3060B'A3yl0TbCA HaMeXHUM u4uHOM 30epirath Ta He
pO3rofowyBaTh iHgopmaLjlo, sika MICTUTb BaHKIBCbKy TaeMHMLLO,
OTpUMaHy npu BUKoHaHHI ymoB [lorosopy. Mepenava Takoi iHdhopmaLyji
TpeTiM ocobam, 3a BUHATKOM YMOBHOBaXEHMX OCIO i opraHisauii,
MOXI1BA NULLE 3 MMCbMOBOI 3roau iHWOoi CTOPOHM, a TakoX Yy BUNagKax,
nependayeHnx 3akoHOAABCTBOM YkpaiHu Ta/abo [JoroBopom.

9.4.1. baHk uum rapaHTye KoHTpareHTy 30epexeHHs BaHKIBCHKOI
TaEMHUL LL0A0 onepaLliit, npoBeaeHux baHkom BignosiaHo Ao forosopy,
Bigomocten npo KoHTpareHTa, Lo cTanmu Bigomi baHKy y 3B'A3ky 3
yknageHHsM [JoroBopy, iHIMX BiGOMOCTEN, LU0 CTaHOBNATL BaHKIBCbKY
TaEMHMLIO BiZMOBIAHO A0 3aKOHOAABCTBA.

9.4.2. KoHTpareHT po3yMie, LU0 HesBaxatoun Ha n. 9.4.1. 3aranbHux
YmoB, baHk 3000B'i3aHMIA PO3KPUBATM iHGOPMALto, L0 CTaHOBUTbL
BaHKIBCbKY TAEMHLO, HA BUMOTW JepKaBHWUX OpraHiB y BuNagkax Ta B
nopsaky, nepeabaveHomy 3akoHoaaBcTBOM. Hisiki 3060B'3aHHST baHKy
B 3B'A3KYy i3 30epexeHHsM BaHKIBCbKOI TaEMHWL Ta KOHIAEHUiNHOI
iHdopmauii, BuknapeHi B [JoroBopi abo B iHWMX Jorosopax (yrogax,
npoTokonax, nuctax) baHky 3 KoHTpareHToM, He pO3nOBCIOMKYIOTLCS Ha
BMMaZKW, KonW baHK BUMYLLEHMA Ha CBiM po3cyn nepedaBaTit Taky
iHbopmaLjto TpeTim ocobam (BKMOYAKOYN afBOKaTiB, PaKTOPUHIOBI Ta
KOMEKTOPCbKi KOMMaHii,B TOMY YMCi HaAaHHS! KOHTPOIIOKYMM OpraHam
iHdbopmaLii Ta T 4OKYMEHTaNLHOrO NiATBEPKEHHS CTOCOBHO BUKOHAHHS!
BaHkom BrMOr nogaTkoBoro 3akOHOAABCTBA, TOLLO) ANS 3aXWUCTy CBOIX
iHTepeciB Ta/abo y BunagKy nopyLieHHs KoHTpareHToM CBOix 000B'i3KiB
3a [loroBopom nepes baHkom.

9.4.3. KoHTpareHT Hapae baHky [03Bin Ha pO3ronoLeHHst GaHKIBCHKOI
TaEMHWL Ta KOHigeHLinHOT iHchopmaLii, wo mictatbes B [loroBopi abo
B iHWWX fpJoroBopax (yrogax, npoTtokonax, nmctax) bauky 3
KoHTpareHTOM, ab0 iHLUMM YMHOM pOBUTM iHChOpMALLito AOCTYMHOK CBOIM
npauiBHKaMm, KOMMaHisM, 3 sikumu baHk nepebyBae B OOTOBIpHUX
BiAHOCUHAX, iX NpaLiBH1KaM Ta 30BHILLHIM (HOPUAMYHUM, ayAMTOPCHKIM)
KOHCyNbTaHTaM B Til Mipi, B kil Le HeobxigHO Ans 3abe3neyeHHs
BUKOHaHHS [JoroBopy abo iHLworo gorosopy Mix CTOpoHamu, a Takox 3
MeTO10 3axucTy npae baHky 3a [loroBopom Ta/abo iHLLMM JOrOBOPOM MixX
CTopoHamu, 3miicCHeHHAM Takux npaB abo npuMycoBoro 3abesneyeHHs
iX BUMKOHaHHsl. Kpim Toro, baHk Mae npaBo 30upatu, 3bepiraty,
BMKOPUCTOBYBATU Ta PO3ronowyBaTh (poskpuaTtu / nowwpiosatn) y
Byab-gkui cnoci6 iHhopmalito npo KoHTpareHTa, Wo MiCTUTb BaHKiBCbKy
Ta/abo KOMepLiHy TaEMHMLIO, HACTyNMHUM ocobam: Bopo KpeamTHWX
icTopii, kopuctyBayem sikoro(ux) € baHk; Ta/abo ayautopy(am) Ta/abo
QyaUTOpCHKiA(MM) chipmi(am) mig Yyac 34iNCHEHHS HUM(1) ayAUTOPCHKOI
JisnbHOCTI BigHOCHO baHky Ta/abo KoHTpareHTa; Ta/abo apxiBHin(um)
ycTaHoBi(am), Lo 3abesnevye(l0Tb) 0bnik Ta 36epiraHHs AOKYMEHTIB Ans
banky; Ta/abo peitTuHroBMM areHTCTBaM Ta/abo dpiHaHcoBuM Ta/abo
IOPUAMYHAM pafHUKaM | KOHCYNMbTaHTaMm NS Linen pelTUHIyBaHHS
baHky Ta/abo Oyab-skoi 3 noB's3aHMx ocid wopo banky; Ta/abo

9.1. The Parties undertake to keep confidential the content of the
Agreement, as well as any information and data provided by each of the
Parties in connection with the implementation of the Agreement, within
the limits established by the Legislation.

9.2. The specified requirement of non-disclosure of confidential
information applies to all employees of the Parties and third parties
involved by them in the implementation of the Agreement.

9.3. The requirement of non-disclosure of confidential information
specified above is valid for the entire duration of the Agreement, as well
as for the next 5 years from the date of its termination.

9.4. The parties undertake to appropriately store and not disclose
information containing banking secrecy obtained in fulfilling the terms of
the Agreement. The transfer of such information to third parties, with the
exception of authorized persons and organizations, is possible only with
the written consent of the other Party, as well as in cases provided by the
Legislation of Ukraine and/or the Agreement.

9.4.1. The Bank hereby guarantees the Counterparty to maintain banking
secrecy in transactions carried out by the Bank in accordance with the
Agreement, information about the Counterparty that the Bank became
aware in connection with the conclusion of the Agreement, and other
information constituting banking secrecy in accordance with the
Legislation.

9.4.2 The Counterparty understands that despite clause 9.4.1. of the
General Conditions, the Bank is obliged to disclose information
constituting bank secrecy, upon the requests of state authorities in cases
and in the manner prescribed by Legislation. No obligations of the Bank
in connection with the maintenance of bank secrecy and confidential
information set forth in the Agreement or in other agreements (contracts,
protocols, letters) of the Bank with the Counterparty shall apply to cases
when the Bank is forced to transfer such information to third parties
(including lawyers, factoring and debt collection companies, including the
provision of information and documentary evidence to the regulatory
authorities on the Bank's compliance with tax legislation, etc.) to protect
their interests and/or in case of violation by the Counterparty of its
obligations under the Agreement to the Bank.

9.4.3. The Counterparty grants the Bank permission to disclose banking
secrecy and confidential information contained in the Agreement or in
other agreements (contracts, protocols, letters) of the Bank with the
Counterparty, or otherwise make information available to its employees,
companies with which the Bank is in a contractual relationship, their
employees and external (legal, audit) consultants to the extent necessary
to ensure the implementation of the Agreement or other agreement
between the Parties, as well as to protect the Bank’s rights under the
Agreement and / or other agreement between the Parties, by the exercise
of such rights, or the enforcement of their implementation.

In addition, the Bank has the right to collect, store, use and make public
(disclose / distribute) in any way information about the Counterparty
containing banking and/or commercial secrets to the following persons:
credit reference bureau, the user of which the Bank is; and/or to the
auditor(s) and/or audit firm(s) in the course of its (their) audit activities in
relation to the Bank and/or Counterparty; and/or archival institution(s),
which provides accounting records and storage of documents for the
Bank; and/or rating agencies and/or financial and/or legal advisers /
consultants for the purposes of rating the Bank and/or any of the related
parties regarding the Bank; and/or international financial institution(s) /
organization(s) and/or foreign bank(s) and/or any counterparties of the




MiXXHapoAHOMY(MM) hiHAHCOBOMY(MM) iHCTUTYTY(am) / opraHisaLii(sm)
Ta/abo iHo3emMHOMy(um) BaHky(am); Ta/abo Oyob-sKMM KOHTpareHTam
BaHky 3a nokymeHTamn 3abe3aneyeHHs, ki yknaaeHi Ha 3abe3neyeHHs
30608'a3aHb  KoHtpareHTa 3a [loroBopom; Ta/abo 3a o6CTaBWHM
HaCTaHHs BUNafKy HeBMKoHaHHS KoHTpareHTom ymoB [loroBopy Ta/abo
BOKyMeHTIB 3abe3neyeHHsl, yknageHux Ans 3abesneyeHHs BUKOHAHHS
30008'13aHb 3a [JoroBopom (3a HasiBHOCTI), Byab-sikii TpeTiit 0coBi.
9.4.4. KoHTpareHT Takox Hapae baHKy npaBo HagaBaTu Ha 3anuT BaHKy-
KOpPECcnoHAeHTa  iHdopmaLjlo, gka  CTOCYeTbCA  iAeHTUdiKkaLyi
KoHTpareHTa Ta/abo onepauii, WO 34iMCHIONTLCA Ha kopucTb abo 3a
JopyveHHsM KoHTpareHTa, Ha BignoBigHuit 3anuT GaHky, skuin Gepe
yyacTb y 3abeaneyeHHi NpOBEAEHHS Takux onepawjii.

9.4.5. bank € vactuHow rpynm OTI B sky Bxogate OTI BaHk
(YropuumHa), noro MicLesi Ta iHo3eMHi ¢inii Ta ix 4ouipHi komnanii (Mpyna
OTNM). Komnarii I'pynu OTT1 noctiiHo 06MiHIOKTLECS iH(opMaLlieto Yepes
3aranbHy iHopmaLjiitHy cucTemy, 3aBAaHHAM SKOT € MiHIMI3aLis pusmnky
rpynu B Linomy. KoHTpareHT Haaae 403Bin Ha OTPUMaHHS!, BUKOPUCTaHHS
Ta po3ronoLLeHHs iHchopmaLii B cepeauni Mpynn OTTI, wo crocyeTbes
Ge3nocepeaHbo KoHTpareHTa (Ans OUiHKM pU3WKy), WO cTana Bigoma
BaHky y 3B'A3ky 3 ZinoBuMM cTocyHkamm 3 KontpareHTom. Llei gossin
noLLMpLoeTbCs Ha BaHk, iHWmMX yneniB Mpymu OTI B YropLuHi Ta 3a ii
MeXamu, SIiKi OpraHiaoBaHi Ta PYHKLOHYHOTb 5K e4MHMIA BaHK. KoHTpareHT
Jae no3gin baHky Ha nepefady Ans KOHGIOEHLINHOTO BUKOPUCTAHHS!
iHopmaLji Npo Hboro Ta/abo Oyab-sKy WOro AOYIPHK KOMMaHito B
cepenuHi Ipynu. 3asHayeHa iHhopMmaLlis Moxe nepeaaBaTucs, 30Kkpema,
y 3B'A3Ky 3 HafjaHHAM KoHTpareHTy 6yab-skoi nocnyru um BaHKiBCbKOro
NpoZyKTY, a TaKoX B Linsx 06pobku AaHUX, NPOBEAEHHS CTATUCTUYHOIO
aHanisy Ta aHanisy pwaukiB. Llein [o3Bin 3Himae Oyab-ski npeTeHaii
KoHTpareHTa Wwoao nopyLueHHst baHkom nonoxeHb Npo HEPO3romnoLWEHHS
BaHKiIBCbKOT TaEMHML, SIKi iCHYI0Tb Y 3aKOHOLABCTBI.

9.4.6.Akwo B xopi BUKOHaHHS KoHTpareHTOM CBOiX 3060B'A3aHb 3a
[loroBopom oMy cTaHe Bigoma iHopmaList, Wo MICTUTb OaHKIBCbKY
TAEMHWLIO, Taka iHopmaLis He Moxe By po3kputa KoHTpareHTom
TpeTiM 0c06aMm Hi B SKOMY BUMAAKY i Hi 3a SIKOKO YMOBOH.

9.4.7. CTOpOHW, LUNSXOM MignucaHHs [LoroBopy, A03BONSKTh OAHA OAHiIN
BigcunaT QOKYMEHTU Ta iHhopmalito, sika cTocyeTbest [loroBopy, Yepes
BIOKPUTWI KaHan Mepexi IHTepHeT Ha BkasaHy CTOpOHaMW eneKkTPOHHY
afpecy enekTPOHHOI MmowwTkh. Y Takux Bunagkax, CTOPOHN He HecyTb
BiAMOBIAANLHICTE 3@ MOXNMBE  PO3rOSIOLIEHHS  KOHAIAEHLiNHOT
iHhopmaljii Ta/abo HaHKIBCLKOT TAaEMHUL TpeTiM ocobam, Lo Bigdynocs
BHACMigOK HaacunaHHs CTopoHamm KoHiAeHUinHOI iHdopMaLii Ta/abo
BaHKIBCLKOI TAaEMHMLi Yepe3 BIOKPUTUA KaHan Mepexi IHTepHeT Ha
Bka3aHy CTOpoHamMu afpecy eneKTPOHHOT MOLUTK.

Bank under security documents concluded to secure the obligations of
the Counterparty under the Agreement; and/or subject to the occurrence
of a case of non-fulfilment by the Counterparty of the terms of the contract
and/or security documents concluded to ensure the fulfilment of
obligations under the Agreement (if any), to any third party.

9.4.4. The Counterparty also grants the Bank the right to provide, at the
request of the correspondent bank, information relating to the
identification of the Counterparty and/or transactions carried out in favor
of or on behalf of the Counterparty, at the corresponding request of the
bank involved in ensuring such operations.

9.4.5. The Bank is part of the OTP group, which includes OTP Bank PIc.
(Hungary), its local and foreign branches and their subsidiaries (OTP
Group). OTP Group companies constantly exchange information through
a common information system, the task of which is to minimize the risk of
the group as a whole. The Counterparty gives permission to receive, use
and disclose information relating the Counterparty directly (for risk
assessment), which became known to the Bank in connection with
business relations with the Counterparty, within the OTP Group. This
permission applies to the Bank, other members of the OTP Group in
Hungary and abroad, which are organized and operate as a single bank.
The Counterparty gives the Bank permission to transfer information about
it and / or any of its subsidiaries within the Group for confidential use. The
specified information may be transmitted, in particular, in connection with
the provision of any service or banking product to the Counterparty, as
well as for the purpose of processing data, conducting statistical and risk
analysis. This permission removes any claims of the Counterparty
regarding the Bank's violation of provisions on non-disclosure of bank
secrecy that exist in the Legislation.

9.4.6. If, in the course of fulfillment of obligations under the Agreement by
the Counterparty, it becomes aware of information containing bank
secrecy, such information can be in no case and under no condition
disclosed by the Counterparty to third parties.

9.4.7. By signing the Agreement, the Parties allow each other to send
documents and information regarding the Agreement through an open
Internet channel to the email address indicated by the Parties.

In such cases, the Parties are not responsible for the possible disclosure
of confidential information and/or banking secrecy to third parties, which
occurred as a result of the transfer of confidential information and/or
banking secrecy by the Parties through an open Internet channel to the
email address specified by the Parties.

10. BPET'YNIOBAHHA CINOPIB

10. DISPUTE SETTLEMENT

10.1. Bygb-sKki cynepeykn, po3bikHOCTI, BMOrM abo MpeTeHsii, Wwo
BUHMKaTb 3 [lOrOBOPY  pO3rNsfalThCs  LUMSXOM  MPOBEAEHHS
NeperoBopiB, a y BUNaaKy HeQOCATHEHHS 3roau - B Cy4OBUX OpraHax Ta
B NOPSAKY, BU3HA4EeHOMY 3aKOHOAABCTBOM.

10.2. [lorosip perynioeTbes npaBoM YkpaiHu.

10.1. Any disputes, disagreements, demands or claims arising from the
Agreement are resolved through negotiations, and in case of failure to
reach agreement, in the judicial authorities and in the manner specified
by the Legislation.

10.2. The Agreement is regulated by the Law of Ukraine.

11. 3BINbHEHHA BIA BIANOBIAANBHOCTI.
(HENEPEEOPHA CUINA)

®OPC-MAXOP

11. RELEASE OF LIABILITY. FORCE MAJEURE (IRRESISTABLE
FORCE)

11.1. CTOpOHM 3BINbHAKTLCS Bif BiANOBiAANbHOCTI 3a YacTkoee abo
MOBHE HEBUKOHaHHS CBOIX 3060B'A3aHb 3a [loroBopom y pasi HaCTaHHs
Ta fii 06cTaBuH HenepebopHOI CunK, WO 3HAXOAATHCA M03a MEXamMu
koHTponto CTopiH, Ta ski CTOpoHW He Mornn nepeadaynTi abo SkuM He
Mornm 3anoBirt. Y LbOMY KOHTEKCTi 06CTaBMUHM HenepebOopHOI cunm
03HaYalTh: a) CTUXiHe NNXO (Moxexa, BuOYX, MOBiHb, 3EMIETPYC),
MPUPOAHI Ta  HEMpuMpoAHi  KatacTpodu Ta  iHWi  06CTaBMHY,
HenepenbaveHi Ta Aki € no3a KoHTponem baky; 6) BilHy (oronoweHy
YW HeOororoLeHy), BINCbKOBI  Aji, OKynauito, aktm Tepopusmy,
rpOMafsHCbKY  BilHY, aKTU TPOMaACbKOi  HerokopyW, pPeBomtoLii,
rpomagcbki  ©e3nopsakM, rpOMajachbki  3aBOPYLUEHHS,, MOBCTaHHS,
CTpawku, B) Aii, BUMOrM abo obMexeHHs, LU0 iX BCTaHOBMOE Ans baHky
Ypap YkpaiHn abo iHWi TPETi CTOPOHW, Y TOMY YMCMi BCTaHOBIEHi
YpsaoMm obMexeHHs Ha JOCTyn B0 paxyHKiB, iHO3eMHOI BanioTh abo
DaHKiBCbKOrO 3akoHoaaBCTBa YkpaiHn abo MOro ThymayeHHs y Tux
MeXax, Y SKUX BOHW MOXyTb 3aBaguTW BaHKy Yy BMKOHaHHI ioro

11.1. The Parties are released from liability for partial or full failure to
fulfil their obligations under the Agreement in the event of force majeure
circumstances that are beyond the control of the Parties and which the
Parties could not foresee or prevent. In this context, force majeure
means: a) natural disaster (fire, explosion, flood, earthquake), natural
and unnatural disasters and other circumstances unforeseen and
beyond the control of the Bank; b) war (declared or undeclared),
hostilities, occupation, acts of terrorism, civil war, acts of civil
disobedience, revolution, public unrest, riots, uprisings, strikes, c)
actions, requirements or restrictions established by the Government of
Ukraine or other third parties for the Bank, including restrictions imposed
by the Government on access to the accounts, foreign currency or
banking legislation of Ukraine or its interpretation to the extent that they
may interfere with the performance of Bank's duties, actions of any
national, foreign or international governmental or other regulatory body,
nationalization, expropriation, failure (malfunctions) of the payment




000B'A3kiB, AigHHA Oygb-AKOrO  HaLiOHANbHOMO, iHO3eMHoro abo
MiXXHapOAHOrO  YpsZoBOrO abo  iHWOMO  KOHTPOIIOKYOTO  OpraHy,
HaljioHanisalito, ekcnponpiauito, Buxig 3 nagy (300i) B mnaTixHin
cucteMi, B Tomy yucni B Cuctemi enektpoHHux nnatexis HBY, saxoaw,
LLO BXMBaOTLCS Byab-skuM ypsigom abo HBY abo iHwmMM NoBHOBaXHNM
OpraHom, BamtoTHi 0BMeXeHHs, 3abOpoHM YM OBMeXeHHs Llofo
nepekasy KkowTiB abo Taki, WO CTOCYTbCS HaHKIBCbKOI AisnbHOCTi B
Linomy, Aii uM 3axoan ypsOoBMX OpraHiB, YCTaHOB, OpraHisauit, abo
odiLliHMx 0cib B YkpaiHi abo 3a KopAOHOM (He3anexHo Bif TOro, Y fie
Lien ypsgoBuiA opraH, yCTaHoBa, opraHisais abo odiuiiHa ocoba B
Meskax CBOIX NMOBHOBaXeHb), HE3aKOHHI Al TpeTix ocib.

11.2. CTOpOHa He 3BiNbHAETLCS Bif BiAMNOBIAANbLHOCTI 38 HECBOEYACHE
BWKOHAHHS 3000B'A3aHb, SKWO 00CTaBMHM HemepebopHOi  cumu,
BM3HayeHi n. 11.1. 3aranbHuX YMOB, HacTanu y nepiog NpoCTpOYeHHs
BUKOHaHHS 6oprosux 3060B's3aHb.

11.3. CtopoHa 3060B's3aHa NoBigoOMUTM iHLy CTOPOHY NMPO HACTaHHS!
Ta NPUNUHEHHS Aji oOcTaBMH HenepebBOpHOi cuMKM, 3 HadaHHAM
nigTBepMmKeHHs TOproBo-NMPOMMCIIOBOI Nanath YkpaiHu, npoTsiroMm 3-x
pobousx [HIB Big [OaTM HacTaHHs abo NpWUMMHEHHs X  Aii.
HenoTpuMaHHs CTpOKIB MOBIJOMMEHHS NP0 HacTaHHs 06CTaBMH
HenepeOOpHOi cunn nosbaensie CTOPOHy NpaBa nocunaTUcs Ha Taki
oOcTaBuMHYM 5K NiACTaBY 3BiNbHEHHS Bif BiANOBIAANBHOCTI.

11.4.Y pasi HacTaHHst 06CTaBWH, BU3HaueHux n. 11.1. 3aranbHnx YMoB,
TEPMIH BUKOHAHHS 3000B'A3aHb 3a [JoroBOpOM NOLOBXYETLCS HA CTPOK
i Taknx 0b6CTaBmH, ane He Ginblue sk Ha 1 MicaUb.

11.5. Akwo obcTaBrHK, BU3HaYeHi n. 11.1. 3aranbHux YMoB, AisTUMyTb
noHaa 1 micaub, signosigHa CTopoHa 3a [oroBopom 3000B's3aHa
npoTAroM 5-Tn pobounx OHIB Bif 3aKiHYEHHS CTPOKY, BU3HAYEHOrO M.
11.4. 3aranbHux YMoB, noracutyi 3ab0proBaHicTb 3a [1oroBopom.

3acmepexeHHs: CmopoHu AOMOBUUCH, WO NUCbMOBE NOBIAOMITEHHS
KoHmpazeHma npo HacmaHHs obcmasuH HenepebopHoi cunu baHk
30iliCHIOE WINSXOM PO3MIULEHHS 8iI0N0BIOHOI iHEbopmauii 8 onepauitiHux
3anax ycmaHos baxky ma Ha OgpiyitiHomy caiimi baHky.

system, including the NBU Electronic Payment System, measures taken
by any government or NBU or other authorized body, currency
restrictions, prohibitions or restrictions on the transfer of funds or those
that relate to banking activities in general, actions or measures of
government bodies, institutions, organizations or officials in Ukraine or
abroad (regardless of whether this a governmental body, institution,
organization or official acts within its powers), illegal actions of third
parties.

11.2. The Party is not released from liability for untimely fulfilment of
obligations if force majeure circumstances specified in clause 11.1. of
the General Conditions occurred during the period of delay in the
fulfilment of debt obligations.

11.3. A Party shall notify the other Party of the occurrence and
termination of force majeure circumstances, with the confirmation of the
Chamber of Commerce and Industry of Ukraine, within 3 working days
from the date of their occurrence or termination. Failure to comply with
the terms for notification of the occurrence of force majeure
circumstances deprives the Party of the right to invoke such
circumstances as the basis for release of liability.

11.4. In the event of circumstances specified in clause 11.1. of the
General Conditions, the term for fulfilment of obligations under the
Agreement is extended for the duration of such circumstances, but not
more than 1 month.

11.5. If the circumstances specified in clause 11.1. of the General
Conditions last for more than 1 month, under the Agreement the Party
is obliged to pay off the debt under the Agreement within 5 business
days from the date of expiration of the period specified in clause 11.4. of
the General Conditions.

Caution: The Parties agreed that the Bank makes a written notice for
the Counterparty about the occurrence of force majeure circumstances
by posting relevant information in the operating rooms of the Bank's
institutions and on the Bank's official website.

12. PIHAHCOBUX MOHITOPUHI

12. FINANCIAL MONITORING

12.1.KoHTpareHT po3ymie, wo baHk € Ccyb6'ekTOM nepBUHHOMO
(biHAHCOBOTO MOHITOPUHrY i 3000B'A3aHUI HagaBaTW  BiLMNOBIGHOMY
YMOBHOBaXEHOMY OpraHy Aepxasu iHopMaLliio npo diHaHCoBI onepadii
KoHTpareHTa, wo nignaraioTs  (iHAHCOBOMY  MOHITOpUHTY, Ta
3AiCHIOBaTM iHWI nepenbaveHi 3akoHOOABCTBOM [ji, MOB'A3aHi 3
MOHITOPUHTOM  (DiHAHCOBWX onepauin  KoHTpareHTa, B TOMY uuChi
BiAMOBMTUCS Bif 3AIMCHEHHS (biHAHCOBOI onepaLii KoHTpareHTa, Ko
BOHa nopyLye 3akOHOAaBCTBO LWOAO NpoTWAii neranisauii Aoxomis,
OLlEPKaHNX 3MOYMHHIM LnsixoM. B Takomy Bunagky baHk 3BinbHAETHCA
B BIANOBIZANBHOCTI (B TOMY YMCAi Bif CnaTi HeYCTONKM Ta 30UTKiB) 3a
BiMOBY Bif 30iCHEHHSI BIgNOBIAHOI hiHaHCOBOI onepalii KoHTpareHTa
YW NPUNWHEHHS criBnpayi 3a [loroBopom.

KoHTpareHT norogxyeTbcst 3 TUM, Lo baHk Mae npaBo BigMoBMTUCA Bi
BUKOHAHHA [loroBopy 3 BMLLEBUKNAZEHUX MiAcTaB Ta iHiLitoBaTy
[0CTPOKOBE po3ipBaHHA [loroBopy 3a iHiLiaTeow baHky.

12.1. The Counterparty understands that the Bank is the subject of initial
financial monitoring and is obliged to provide information on the financial
transactions of the Counterparty subject to financial monitoring to the
relevant authorized state body and to carry out other actions provided by
the Legislation related to monitoring the financial transactions of the
Counterparty, including to refuse to carry out the financial transactions of
the Counterparty if it violates the law on anti-money laundering. In this
case, the Bank is released from liability (including from payment of forfeit
and losses) for refusing to carry out the Counterparty’s financial
transaction or terminating cooperation under the Agreement.

The Counterparty agrees that the Bank has the right to refuse to
implement the Agreement on the above grounds and to initiate early
termination of the Agreement at the initiative of the Bank.

13. 3AXWUCT NMEPCOHANbHUX JAHUX

13. PERSONAL DATA PROTECTION

13.1. A, BnacHuk nepcoHanbHUX AaHux (ocoba, ynoBHOBaXeHa Ha
nignucanHs Jorosopy ogHieto i3 CTopiH), MOBigOMNEHWA npo mety
06pobku iHWolo CTOPOHOI MOiX NepcoHanbHux AaHux  (byab-ska
iHpopmayis npo dpianyHy ocoby abo iHgopmalis, Lo CToCyeTbCs
hisnyHOi 0cO6M, B TOMY YmChi, OOHAK HE BUKIHOYHO iH(hopmaLis Wwozao
npi3BuLLa, iMeHi, Mo GaTbKOBI, AaHWX, SIKi 3a3HaveHi B nacnopTi (abo
JaHuX, SIKi 3a3HaveHi B iHLWOMY [AOKYMEHTI, L0 MNocBiguye 0coby),
peecTpaLiiHoro  Homepy OOMIKOBOI  kapTkM NnaTHWKA MOpJaTKiB,
rPOMafsHCTBa, MicLs NpoxuBaHHa abo nepebyBaHHs, Micus poboTy,
nocazu, HOMepIB KOHTaKTHUX TenedoHiB/akcis, anpecu enekTPOHHOI
noLuTK, TowWo, Hagani — MepcoHanbHi faHi) a came: yKaaeHHs, 3viHu,
MPUNUHEHHS JOrOBOPIB, BUKOHAHHS JOrOBOPIB, @ TaKOX AJ1S 30iACHEHHS
Oi, MOB'A3aHMX i3 YKNaZeHHsM, 3MIHOKW, MPUNMHEHHAM Ta/abo
BWKOHaHHAM [OrOBOPIB, Yy TOMY YMCRi LIMSXOM 3QINCHEHHS MPSMUX

13.1. 1, the Owner of personal data (a person authorized to sign an
Agreement by one of the Parties), is informed of the purpose of
processing of my personal data (any information about an individual or
information relating to an individual, including, but not limited to,
information on surname, name, patronymic, data indicated in the passport
(or data indicated in another identification document), registration number
of the taxpayer registration card, citizenship, place of residence or stay,
place of employment, position, contact telephone/fax numbers, e-mail
addresses, etc., hereinafter referred to as the Personal Information) by
the other Party, namely: conclusion, amendment, termination of
agreements, implementation of agreements, as well as for the
performance of actions related to conclusion, amendment, termination
and / or implementation of agreements, including through direct contacts
with the Owner of personal data using communication tools; protecting of
own rights and interests by the other Party.




KOHTaKTIB i3 BnacHukom nepcoHanbHUX JaHux 3a LOMOMOroK 3acobiB
3B'A13KY; 3axuCTy iHWOt CTOPOHOHO CBOIX NpaB Ta iHTEPECIB.

13.2. TMignucanuam [loroBopy BracHuk nepcoHamnbHWUX AaHuX OHi€
CtopoHn pae CBOW 3rogy Ha nepepady (MOLMPEHHS), Yy T.M.
TPaHCKOPZOHHY, iHWwow CTopoHow  MepcoHanbHUX AaHux TpeTim
ocobam (ocobu, 3 skumu iHwa CTopoHa nepebyBae Yy [OrOBIPHMX
BigHOCUHax Ta/abo YneHn MaTepuHCBKOI rpynu iHWOi CTOPOHM), 3MiHy,
3HMWeHHs [lepcoHanbHux AaHnx abo obmexeHHs AocTyny A0 HuX
BignosigHo A0 Bumor 3akoHy Ykpaihu «[lpo 3axuct nepcoHanbHuUX
JaHux» (Hapani — 3akoH) Ta 6e3 HeobXigHOCTI HagaHHs BrnacHuky
NepCcoHanbHUX  AaHUX MUCbMOBOMO MOBIAOMIIEHHS! NP0  3AINCHEHHS
3a3HayeHvx giil.

13.3. TMignucanuam [oroBopy BnacHWK nepcoHanbHUX AaHWX KOXHOI
CTOpOHY NigTBEPAXKYE, LLO B MOMEHT 360pYy epcoHanbHUX AaHuX iHwa
CropoHa noBigomuna 1oro npo Bonoginbus [MepcoHanbHUX AaHux,
cknag Ta amicT 3ibpaHux MepcoHanbHWUX AaHuX, npaea, nepeadaveHi
3akoHoM, mpo wmeTy 36opy [lepcoHanmbHWUX AaHuX Ta OCi6, AKAM
nepenatTbCs 1oro MepcoHanbHi gaHi.

13.4. CtopoHa nigTBepmkye (rapaHTtye), wWwo [lepcoHanbHi  AaHi
hisnyHmx ocib, ski nepefatoTbes iHLiN CTOPOHI, 34INCHIOETECS 3a 3r0A0K0
Takux ianyHUX ocib i Taki 0cobu NoBinoMMeHi Npo BiAOMOCTI, 3a3HaYeHi
B 4.2 CT.12 3aKoHy.

13.5. Y pasi, skwo ymoBamn [loroBopy nepegbayeHo nepepaya
CtopoHamn opHa opHin lMepcoHanbHUX AaHUX (i3n4HMX OCiO,
CTtopoHu 6epyTb Ha cebe 3000B’A3aHHS:

13.5.1. 3abesneyyBaT BMKOHAHHS BMMOT LIOAO PEXUMY LOCTYMY,
00pobku Ta 3axucty MepcoHanbHUX AaHWX, SiKi BOHWM OTPUMYKOTb Ans
Ta/abo y 38'A3Ky 3 BUKOHaHHSIM [JoroBopy, 30kpema BUMOT 3aKOoHy;
13.5.2. He pgonyckaTn HeCaHKLiOHOBaHOMO ocTyny Ao epcoHanbHuX
JaHuX He YnoBHOBaXeHUMM ocobamu 3 uucna cnispobitHukis CTopiH, a
Takox Oyob-sikumu  TpeTiMm  ocobammu  BHACMigoK HelabesneuyeHHs
HanexHWx 3axopis 36epiraHHs/pexumy 30epiraHHs  epcoHanbHUX
JaHVX, HEBXMTTS iHLLMX 3ax0ziB 0OMeXeHHs JocTyny o epcoHanbHuX
AaHux, siki CTOpoHa NMOBMHHA BXWTM 3 METOH BUKOHaHHS yMoB [JoroBopy
Ta BiANOBiAHO A0 3aKOHY;

13.5.3. Y CTPOK, SikMi1 € MiHIMarbHO MOXMMBKM, ane He GinbLue 24 roguH
3 MOMEHTY HacTaHHs nogil, iHchopmyBaTy iHWY CTOpPOHY Npo BCi NOAi,
noB’s3aHi 3 (hakTamm po3ronoLeHHs abo NOpYLIEHHS KOHMIAEHLNHOCT
MepcoHanbHUX AaHuX.

13.5.4. Bumorn 10A0 HEpO3ronolleHHs, 3asHaveHi y nn. 13.5.1.-
13.5.2.3aranbHux YMOB, PO3MOBCIOMKYKOTbCSA Ha BCiX CMiBPOBITHMKIB
CropiH, SKi y 3B'A3Ky 3 BMKOHAHHAM CBOIX CRyxBoBuUX (NOCagoBWX)
06oB’a3kiB MatoTb ocTyn A0 MepcoHanbHUX AaHnX. AKLLO A0 BUKOHAHHS!
[Horoopy abo BukoHaHHs pobiT 3rigHo 3 ymoBamu [lorosopy CTOpoHM
3anyyatotb TpeTix ocib, Bumoru nn. 13.5.1.- 13.5.2. 3aranbHux YmoB y
MOBHIii Mipi PO3MOBCIOMKYIOTHCA HA Takux 0cib. CTOpoHM 3060B's13aHMi
odhiuiHo gosecTtn BuMorn JoroBopy/3aranbHnx YMOB 4O Takux TpeTix
ocib.

13.5.5. CropoHn 3000B’'A3yl0TbCA  3anNpOBaguTM Ta  HANEXHO
3aCcToCoBYBaTH 3axoau 6esneky Wwoao 3abeaneyeHHs KOHIgEeHLIRHOCT
lNepcoHanbHMX JaHux nig Yac 34IMCHEHHS MiX HUMK iHCDOpPMaLNHOro
00OMiHy, y TOMy yncni 3abe3neunTy WudpysaHHs MepcoHanbHUX JaHNX
B MPOLECH iX NOLUMPEHHS BIOKPUTUMM KaHanamu 3B'A3Ky Ta Mepexamu
nepegadyi gaHux. Bumorn wopo 3axopiB 6esneku Ta 3acobiB 3axucTty
iHdhopmaLii MoxyTb noromkyeaTucs CTOpoHamu B OKPEMOMY MOPSIAKY.
BuwesasHaueHi 3axogu noBuHHI OyTW 3anpoBamxeHi CTopoHamu [o
noyaTky iHopmaLinHoro obmiHy MepcoHanbHIMK JaHUMK.

13.5.6. Akwo iHwe He nepenbayeHo 3akOHOAABCTBOM Ta yMOBaMu
[orosopy/3aranbHux YMOB, y CTPOK, SIKMIA € MiHIManbHO MOXIBUM, ane
He Oinble 5-TM poboumx JHIB nicns 3akiHYeHHs CTpoky Aii abo
npunuHeHHs [1oroBopy, a Takox nicns oTpUMaHHs NUCbMOBOT BUMOTH Bif,
opHiei i3 CtopiH, iHwa CTopoHa 3060B’s3yeTbes NoBepHYTH CTOPOHI,Aka
Hagicnana Taky N1CbMOBY BUMOTY, HOCIi TUX [epcoHanbHNX gaHuX, sKi
nepeaati ans Ta/abo y 38'A3Kky 3 BUKOHaHHAM [10roBopy, He 3anuwatyu
y cebe KOoHMX KOMil (y TOMY YMCHi €NEKTPOHHUX YK Y DOPMI KapTOTEK),
a TaKOX BiATBOPEHb Y1 BUTAB 3 AOKYMEHTIB, (painiB, JaHUX TOLLO, SKi

13.2. By signing the Agreement, the Owner of the personal data of one
Party gives his consent to the transfer (distribution), incl. cross-border, of
personal data by the other Party to third parties (persons with whom the
other Party is in a contractual relationship and/or members of the parent
group of the other Party), change, destruction of personal data or
restricting access to them in accordance with the requirements of the Law
of Ukraine “On Personal Data Protection” (Hereinafter - the Law) and
without the need to provide the Owner of personal data with a written
notice on the performance of these actions.

13.3. By signing the Agreement, the Owner of the personal data of each
Party confirms that at the time of the collection of personal data, the other
Party informed him about the keeper of the personal data, the
composition and content of the collected personal data, the rights
stipulated by law, the purpose of collecting personal data and the persons
to whom his personal data is transmitted.

13.4. The Party confirms (guarantees) that the transfer of Personal data
of individuals to the other Party is carried out by agreement of such
individuals and they are notified of the information specified in part 2 of
article 12 of the Law.

13.5. In the event that the terms of the Agreement provide for the
transfer Personal data of individuals by the Parties to each other,
the Parties undertake:

13.5.1. to ensure compliance with the requirements for access,
processing and protection of Personal data that they receive for and/or in
connection with the implementation of the Agreement, in particular the
requirements of the Law;

13.5.2. To prevent unauthorized access to personal data by unauthorized
persons from among the employees of the Parties, as well as by any third
parties due to the failure to provide appropriate measures for
storage/storage mode of personal data, and other measures to restrict
access to personal data that the Party should take in order to fulfil the
conditions of the Agreement and in accordance with the Law;

13.5.3. To inform the other Party of all events related to the disclosure or
violation of the confidentiality of personal data within the time period that
is the minimum possible, but no more than 24 hours from the moment the
event occurred.

13.5.4. The requirements for non-disclosure specified in sub-clauses
13.5.1.- 13.5.2. of the General Conditions apply to all employees of the
Parties who have access to personal data in connection with the
performance of their official (position) duties. If the Parties involve third
parties in the performance of the Agreement or work according to the
conditions of the Agreement, the requirements of sub-clauses 13.5.1. -
13.5.2. of the General Conditions fully apply to such persons. Parties are
required to formally communicate the requirements of the Agreement /
General Conditions to such third parties.

13.5.5. The parties undertake to introduce and duly apply security
measures to ensure the confidentiality of personal data when exchanging
information, including ensuring the encryption of personal data during its
distribution through open communication channels and data transmission
networks. The requirements for security measures and information
protection means may be agreed by the Parties separately. The above
measures should be introduced by the Parties before the exchange of
personal data begins.

13.5.6. Unless otherwise provided by the Legislation and the conditions
of the Agreement/General Conditions, within the period that is the
minimum possible, but not more than 5 working days after the expiration
or termination of the Agreement, and also after receiving a written request
from one of the Parties, the other Party returns to the Party that sent such
a written request, the carriers of the personal data that were transferred
for and/or in connection with the implementation of the Agreement,
without retaining any copies (including electronic or in the form of a card
file), as well as reproductions or extracts from documents, files, data, etc.,




3a3HaveHi gk [lepcoHanbHi AaHi, SKWO iHWe He nepeabdaveHo
3akoHogaBCcTBOM abo yMOBaMM 3rogu cy6'ekTa NepCoHanbHUX AaHNX.

which are indicated as Personal Data, unless otherwise provided by the
Legislation or the conditions of consent of the personal data subject.

14. 3MIHA TA PO3IPBAHHA [JOrOBOPY/ 3ArAJIbHAX YMOB

14. AMENDMENT AND TERMINATION OF THE AGREEMENT /
GENERAL CONDITIONS

14.1. Bci 3MiHM Ta JONOBHEHHS [0 iHAMBIAYanbHOI YacTuHu [Jorosopy
ochopmriotoTbecst CTOpoHamMK Y NMCbMOBIN ¢hopMi, Y BUrNSA JOroBOpIB
MPO BHECEHHS 3MiH Ta JOMOBHEHb (4OLATKOBMX Yrog), SiKi MOBWHHI ByTw
nign1caHi ynoBHOBaXeHUMI NpeAcTaBHMKaMu 060x CTOPIH Ta CKpinneHi
Binbutkamm nevatok CTOpiH (y pasi iXx BMKOPUCTaHHS). Bci 3MiHM i
[OMNOBHEHHs 40 [1oroBopy € MOro HeBifg'€éMHUMM YacTUHAMMU.

14.2. BaHKk Mae npaBo B 0AHOCTOPOHHBOMY MOPSAKY BiANOBIAHO 4O CTATTI
651 LimeinbHoro kopekcy YkpaiHW 3miHtoBaTM Ta/abo AOMOBHIOBATH
yMoBW nybniyHoi YacTuHm [oroBopy (3aranbHux YMOB), LUMSXOM
pO3MiLLieHHs Takux 3MiH Ha OdpiinHomy caiTi barky 3a 30 kaneHgapHux
[OHIB 00 faTu HabpaHHs YMHHOCTI TakuX 3MiH/GONOBHEHD.

14.3.Y pa3i BigCyTHOCTI NMCbMOBMX 3anepeyeHb 3i CTOPOHM KoHTpareHTa
L4OJ0 3anponoHoBaHUX BaHkoM 3MiH/gonoBHEHb [0 NYBRIYHOT YaCTMHM
Horoopy (3aranbHux YmoB), nogavnx go BaHky [o BCTyny B fito
3rafaHux 3MiH/IOMoBHEHb, KOHTpareHT BBaXAETbCS TakuM, LIO NPUIAHSB
Ta MoroaMBeCs i3 3anponoHOBaHUMK BaHKOM 3MiHaM/IOMOBHEHHAMM 10
nybniyHoi yactuHu Jorosopy (3aranbHux YMos).

14.4. SAkwo KoHTpareHT He 3roaeH 3 HOBUMM 3MiHaMW/JONOBHEHHAMM [0
nybniyHoi yactuHm [oroBopy (3aranbHux YMoB), BiH Mae npaso
JoCTpokoBO posipeatv [loroBip 3 HapaHHaM BaHky BignosigHOro
MUCbMOBOTO NOBIAOMNEHHs 3a 30 KaneHaapHUX OHIB 4O AaTW Takoro
MPUNUHEHHS, NoNepeaHbO BUKOHABLLM BCi 3060B'a3aHHs neped baHkom,
BcTaHoBneHi [lorosopom/3aranbHumu YmMoBamu. B iHWOMY BUNaaKy Taki
3MiHU BBaXAlOTHCA NPUAHATUMM KOHTpareHToM.

14.5. KoHTpareHT 3000B’A3yeTbCsl CaMOCTIiHO O3HaiOMMIOBATUCS 3
noBigomneHHsamu baHky Ta/abo 3MiHamu/gONOBHEHHSAMW 4O MyBnivHOI
yacTuin  [lorosopy (3arambHux YMOB), WO PO3MIlLyHOTHCA Ha
OdviuiitHomy canti baHky, ane He pigLe Hix 1 pas Ha MicsLp.

14.6. LUnsxom nignucaHHs  iHAMBIgyanbHOi  yacTuHKM - [lorosopy,
KoHTpareHT nigTBepaxye, Lo BiH B AeHb yknaaeHHs [loroBopy ocobucto
OTpUMaB CBil NPUMIPHUK iHAMBIAYanbHOT YacTUHK [loroBopy, a Takox
03HaOMMEHWA Ta 3rogHWi i3 3aranbHUMK YMOBaMK.

14.1. All amendments and additions to the individual part of the
Agreement are executed by the Parties in writing, in the form of
agreements on amendments and additions (supplementary agreements),
which must be signed by authorized representatives of both Parties and
sealed with stamps of the Parties (if used). All amendments and additions
to the Agreement are its integral parts.

14.2. In accordance with Article 651 of the Civil Code of Ukraine, the Bank
has the right to unilaterally amend and/or supplement the conditions of
the public part of the Agreement (General Conditions) by posting such
amendments on the Bank's official website 30 calendar days prior to the
date of entry into force of such amendments/additions.

14.3. In the absence of written objections from the Counterparty regarding
the amendments/additions proposed by the Bank in the public part of the
Agreement (General Conditions) submitted to the Bank before the said
amendments/additions take effect, the Counterparty is deemed to have
accepted and agreed with the amendments/additions to the public part of
the Agreement proposed by the Bank (General Conditions).

14.4. If the Counterparty does not agree with new amendments/additions
to the public part of the Agreement (General Conditions), it has the right
to bring the agreement to an early termination and provide the Bank with
a written notice 30 calendar days prior to the date of such termination,
after having fulfilled all obligations to the Bank established by the
Agreement / General Conditions. Otherwise, such amendments are
considered accepted by the Counterparty.

14.5. The Counterparty undertakes to independently familiarize itself with
the Bank's notices and/or amendments/additions to the public part of the
Agreement (General Conditions) posted on the Bank's official website,
but at least 1 time per month.

14.6. By signing the individual part of the Agreement, the Counterparty
confirms that on the day of conclusion of the Agreement he personally
received his copy of the individual part of the Agreement, as well as he is
familiar with and agrees to the General Conditions.




